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UserCentric PrivacyAwarenessin VideoSurveillance

ThomasWinkler � Bernhard Rinner

Abstract Especiallyin urbanenvironments,video camerashave becomeomnipre-
sent.Supportersof videosurveillancearguethatit is anexcellenttool for many appli-
cationsincludingcrimepreventionandlaw enforcement.While this is certainlytrue,
it must bequestionedif suf�cient effortsaremadeto protecttheprivacy of monitored
people.Privacy concernsoftenassetasidewith remarksto publicsafetyandsecurity.
Onereactionto this situationareemerging, community-basedefforts wherecitizens
registerandmapsurveillancecamerasin their environment.Our work is inspiredby
this idea andproposesa user-speci�c andlocation-awareprivacy awarenesssystem.
Using conventionalsmartphones,usersnot only cancontribute to the cameramaps
but alsouse community-collecteddatato be alertedof potentialprivacy violations.
In our model,we de�ne differentlevelsof privacy awareness.For thehighestlevel,
wepresentamechanismthat allowsusersto directly interactwith specially designed,
trustworthy cameras.Thesecamerasprovide directfeedbackaboutthetasksthatare
executedby thecameraandhow privacy sensitive datais handled.A hardwaresecu-
rity chip thatis integratedinto thecamerais usedto ensureauthenticity, integrity and
freshnessof theprovidedcamerastatusinformation.

Keywords SmartCameras� VideoSurveillance� Privacy � UserFeedback� Trusted
Computing

1 Intr oduction and Moti vation

Video surveillancehasbeenrecognizedasa valuabletool for many applicationsin-
cludingcrimepreventionandlaw enforcement.As aconsequence,surveillancecam-
erasare widely deployed especially in urbanenvironments.This trend is fostered
by many factorssuchastechnologicaladvanceswith themove from analogtowards
digital systemsaswell asconsiderableprice dropsfor camerasystems.That way,
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surveillancecamerashave becometruly ubiquitoussensorsnot only deployed by
governmentsbut alsoby companiesandeven individuals.In London,for example,
anaveragecitizenis capturedby surveillancecameras300timesaday[7].

It is commonlyagreedthatvideosurveillancenot only canhelpto increasepub-
lic safetyandsecuritybut alsobearssomerisks.Oneof themis anincreasinglossof
personalprivacy. This problemis addressedfrom several sideswith mixedsuccess.
Governmentalregulationsintend to protectthe privacy of citizens.However, these
regulationsaredif�cult to enforceandusuallylag behindtherapiddevelopmentsof
thesurveillanceindustry. Several efforts from researchandacademiatry to address
theproblemfrom a technologicaldirection.Typically, they arebasedon theidenti�-
cationandprotectionof privacy sensitive imageregionssuchashumanfacesor ve-
hicle licenseplates.Obviously, addingsuchtechnologyto a camerasystemnot only
increasescomplexity, but alsocost.Therefore,manufacturersandoperatorswill be
reluctantto adoptthesetechniques.And evenif they areapplied,it remainsdif�cult
for monitoredpeopleto differentiatebetweentrustworthy and conventionalcameras.
Onepromisingwayto escapethisdilemmaarecommunity-basedefforts.By register-
ing andmappingsurveillancecameras,theseprojectsaimat raisingpublicawareness
aboutprivacy problemsin videosurveillance.

In this work we contributeto thestateof theart in thefollowing areas:First,we
extendtheidea ofcommunity-basedregistrationof cameraswith thegoalto provide
location-basednoti�cations to users.This allows themto stay informedandaware
aboutcamerasin their environment.Theoverall goal is to increasepublic awareness
of video surveillanceandrelatedprivacy issuesand,at the sametime, put pressure
oncameraoperatorsto integrateprivacy protectioninto camerasystems.Second,we
describedifferent levels of privacy awarenessthat canbe realizedwith sucha sys-
tem.Theactuallyreachablelevel dependson thequality of available informationas
well as the deployed technicalinfrastructure.Our third andmost importantcontri-
bution is targetedtowardsreachingthe highestawarenesslevel. This level assumes
theavailability of speciallydesignedcamerasystems.Userscandirectly interactwith
camerasto obtainfeedbackaboutrunningapplicationsandintegratedprivacy protec-
tion mechanisms.While this work on directusersfeedbackis basedon our previous
contributions[51,52], it goesbeyondthemin severalways.A revisedversionof the
user-basedattestationprotocolinitially proposedin [52] is presented.As partof this
redesign,the protocolwasnot only elaboratedin moredetail but alsoa signi�cant
speedupwas achieved by introducingparallelism.This allows to also reducedthe
amountof timeusershave to point theirsmartphone'sscreentowardsthecamera.By
shorteningthis period of time, the overall procedurebecomesa lot morecomfort-
ableand convenientfor users.This articlealsoprovidescomprehensiveperformance
measurementsfrom our TrustCamprototypesystem.In our previouswork no TPM-
equippedcamerawasavailableandonly performanceestimationsbasedon a TPM
emulatorwerebe made.Furthermore,an Android smartphoneapplicationwasde-
velopedto be ableto evaluatethe user-centricaspectsof the systemunderrealistic
conditions.

Theremainderof thisarticleis organizedasfollows.Section2 explainsthegoals
andunderlyingassumptionsthat motivatethis work. Thereafter, section3 provides
anoverview of relatedwork onprivacy protectionin videosurveillancetogetherwith
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a comparisonof existing approaches.Thereafter, in section4, we presentour con-
cept ofauser-centricprivacy awarenesssystembasedoncommunity-collectedinfor-
mationaboutcameras.Subsequently, in section5 we outline the designof a direct
user-feedbacksystembasedon our TrustCAM prototype.Practicalaspectsinclud-
ing a prototypeimplementationanda detailedperformanceanalysisarediscussedin
section6. Finally, section7 concludesthe paperandpresentsan outlook to future
work.

2 Assumptionsand Goals

This sectionoutlinesthegoalsandassumptionsthatarefundamentalfor this work.
Even thoughvideo surveillanceraisesmany privacy and securityquestions,it has
becomean establishedandwidely usedtool for many safetyandenforcementap-
plications.Therefore,it would be naive to assumethat video surveillancesystems
will vanishfrom public places,streetsandcities.Instead,in this work we proposea
conceptthatseeksto establishabalancebetweentheneedsof camerasoperatorsand
thoseof monitoredpeoplewithout(a)cripplingtheusefulnessof camerasystemsand
(b) relyingsolelyon thegoodwill of operators.

IncreasingPrivacy-Awareness.Today, videosurveillanceis alreadyomnipresentbut
many peoplearestill unawareof this fact or do not pay attention.Onereason
for this attitudemight be the perceptionthat thereis very little that an individ-
ual cando to changethis situation.However, community-basedefforts suchas
Wikipedia have illustratedthat decentralizedefforts cangain suf�cient momen-
tum and producewidely recognizedcontent.This idea hasbeenpicked up by
community-basedprojectsthat registerandmapvideo surveillancecamerasin
publicly accessibledatabases.Our work is inspiredby this ideaandsuggeststo
extendexisting systemsto pursuethefollowing goals:
– Contributing to public databasesof video surveillancedatabasesshouldbe

simpli�ed. We suggestto usesmartphonesasa tool for the registrationand
mappingof new surveillancecameras.Additionally, thesmartphonesareused
to de�ne a personalprivacy policy andto receive customnoti�cations when
enteringareaswherethis privacy policy is violated.We assumethatthewide
availability of informationaboutexisting camerainfrastructurewill help to
increasepublicandawarenessof potentialprivacy problems.

– Raisedpublic awarenessandconcernsaboutthelossof privacy will increase
thepressureonoperatorsto integrateprivacy protection techniquesinto cam-
erasystems.Variousimplementationforms such asdetectionandhiding of
sensitive imageregionsor encryptionof imagedatais possible.Public de-
mandeventuallywill alsoleadto new governmentalregulationsthatstipulate
whichminimal protectionmustbeprovidedby camerasystems.

BalancetheNeedsof OperatorsandUsers.Thiswork doesnotsuggestto giveusers
controloverwhatcamerasaredoing.In suchascenario,avideosurveillancesys-
tem would most likely no longerbe usablefor its intendedpurpose.Therefore,
in thepresentedapproachoperatorsremainin full controlof theirequipmentand
infrastructure.However, weassumethatincreasingpublicawarenessanddemand
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togetherwith mediacoveragewill hopefullyconvincecameramanufacturersand
operatorsto integrateprivacy protectionmechanismsinto their productsandsys-
tems.

Veri�able of Privacy Protection.Onceoperatorstaketheextracostandintegratepri-
vacy protectioninto their cameras,they clearly also want to bene�t from this
effort. This canbe achieved by advertisingthe implementedprotectionmecha-
nismsto improvetheoperator's imageandto increasepublicacceptanceof video
surveillance.However, advertisingby its own is not enough.Monitoredpeople
needa reliableway to verify the claimsof operators.A primary goal andcore
contributionof thiswork is thedesignof suchadirectuserfeedbacksystembuilt
onTrustedComputingtechnology.

3 Stateof the Art

Privacy protection in videosurveillancehasbeenrecognizedasa very importantis-
sue.As a consequence,variousresearchershave proposeddifferent approachesto
protectedprivacy of monitoredpersons[4,7,12,28,39]. We summarizerelatedwork
onprivacy protectionin videosurveillanceanddifferentiatebetweenapproacheswith
andwithout selective protectionandinvolvementof monitoredpeople.Evenif users
areinvolved,controlstill remainsin thehandsof operators.Therefore,a logicalnext
stepis to empower usersto moreactively participatein privacy protection.This idea
is fundamentalfor community-basedapproachesthat registerandmapsurveillance
camerasinstalledin publicplaces.After describingrelatedprojects,weconcludethis
sectionwith a classi�cation of privacy protectionapproachesanddiscussobserva-
tionsandpossibleimplications.

3.1 Privacy Protectionin VideoSurveillance

Senioret al. [39] discusscritical aspectsof a securesurveillancesystemincluding
what datais available and in what form (e.g., raw imagesvs. metadata),who has
accessto dataandin what form(e.g.,plain vs.encrypted)andhow long it is stored.
Userprivacy is a majorconcernthat is addressedin theproposedconcept.Incoming
videosareanalyzedandsensitive informationis extracted.Theextracteddatais re-
renderedandmultiple streamswith different levels of dataabstractionarecreated.
By encryptionof streams,multi-level accessauthorizationis realized.The authors
suggestthat video analysis,processingand encryptioncould either be doneby a
dedicatedprivacy consoleor directlyby thecameras.

Cavallaro [6,7] arguesthat digitalization of video surveillanceintroducesnew
privacy threats.Therefore,personalandbehavioral datashouldbeseparateddirectly
on thecamera.While systemoperatorsonly getaccessto behavioral data,a separate
streamcontainingpersonaldatais madeavailableto law enforcementauthorities.A
bene�t of this strict separationis preventionof operatormisuse.Possibleimplemen-
tationapproachesarenotdiscussedin this work.

Fleck[16,15] employssmartcamerasin anassistedliving scenario.Thecameras
areusedto monitor the behavior of personsanddetectunusualbehavior suchasa
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fall. For thatpurpose,thecamerascreatea backgroundmodelwhich is thebasisfor
detectingmotionregions.Detectedobjectsaretrackedandtheirbehavior is analyzed
usingsupportvectormachines.Privacy protectionis achievedby eithertransmitting
only event informationor replacingdetectedobjectswith abstractedversions.It is
assumedthat thecamera's housingis sealedsuchthatmanipulationcanbedetected
by thecameraandleadsto a terminationof its services.Protectionagainstsoftware
attackssuchasintegrity checksor dataencryptionis notpartof thecurrentsystem.

Moncrieff et al. [28] arguethatmostof theproposedsystemsrely on prede�ned
securitypoliciesandareeithertoo intrusive or too limited. Therefore,they suggest
to apply dynamicdatahiding techniques.Via context basedadaptation,the system
couldremoveor abstractprivacy sensitiveinformationduringnormaloperationwhile
in caseof an emergency, the full, unmodi�ed video streamis automaticallymade
available.This way, thesystemremainsusablefor theintendedpurposebut protects
privacy duringnormaloperation.

Boult [4] arguesthatmany existing approachesaretargetedat removing privacy
sensitiveimagedatawithoutproviding mechanismsto reconstructtheoriginal image.
Basedon this observation,he proposesa system calledPICO that relieson crypto-
graphy to protectselectedimageregionssuchasfaces.It allowsto monitoractionsof
apersonwithout revealing theperson's identity. Thefacesareonly decryptedif, e.g.,
a crimewascommittedby theperson.Encryptionis supposedto bedoneaspartof
imagecompressionandusesacombinationof symmetricandasymmetriccryptogra-
phy. Additionally, it is suggestedto computechecksumsof framesor sub-sequences
to ensuredataintegrity. In relatedwork, Chattopadhyay andBoult presentPrivacy-
Cam[8], a camerasystembasedon a Black�n DSPclockedat 400MHz, 32MB of
SDRAM andanOmnivision OV7660color CMOSsensor. uClinux is usedasoper-
ating system.Regionsof interestare identi�ed basedon a backgroundsubtraction
model and resultingregions are encryptedusing an AES sessionkey. Rahmanet
al. [34] alsoproposethatregionsof interestareencrypted.In their approachthey do
not rely onestablishedcrypto-systemsbut proposethatchaoscryptography is used.

Dufaux andEbrahimi [12] suggestto scramblesensitive image regions. After
detectionof relevantareas,imagesaretransformedusingDCT. Thesignsof thecoef-
�cient of sensitiveregionsarethen�ipped pseudo-randomly. Theseedfor thepseudo
random numbergeneratoris encrypted.Decryptionis only possiblefor personswho
arein possession of thecorrespondingdecryptionkey. Accordingto theauthors,main
bene�ts areminimal performanceimpactandthatvideostreamswith scrambledre-
gionscanstill beviewedwith standardplayers.A similar approachis discussedby
Baazizetal. [1] wherein a �rst stepmotiondetectionis performedfollowedby con-
tentscrambling.To ensuredataintegrity, anadditionalwatermarkis embeddedinto
theimage whichallows to detectmanipulationof imagedata.Limited reconstruction
of manipulatedimageregionsis possibledueto redundancy introducedby the wa-
termark.Yabutaet al. [54] alsoproposea systemwhereDCT encodedimagedatais
modi�ed. They however do not scrambleregionsof interestbut extract thembefore
DCT encodingandencryptthem.Theseencryptedregionsarethenembeddedinto
theDCT encodedbackgroundby modifying theDCT coef�cients.

Tansuriyavonget al. [41] presenta systemusedin anof�ce scenariothatblanks
the silhouettesof persons.Additionally, the systemintegratesfacerecognitionto
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identify previously registeredpersons.Con�guration optionsallow to choosewhat
informationshouldbedisclosed- full images,silhouettes,namesof known persons
or any combinationthereof.

Troncoso-Pastorizaetal. [45] proposeagenericvideoanalysissystemthatis cou-
pledwith a Digital RightsManagement(DRM) system.By exploiting thehierarchi-
cal structureof MPEG-4,theauthorsproposeselectivevisualizationof videoobjects
eitherin clearor in obfuscatedforms.Accessto sensitive videoobjectsis condition-
ally granteddependingon the rights of the observer and the individual policiesof
monitoredusers.Sensitive contentis protectedby encryption.IntellectualProperty
ManagementProtection(IPMP)descriptors,asstandardizedin MPEG-4,areusedto
describetheseencryptedstreams.Accessrightsto protectedvideoobjectsareformu-
latedusingtheMPEG-21RightsExpressionLanguage(REL).

Finally, theNetworkedSensorTapestry(NeST)softwarearchitectureby Fidaleo
et al. [14], representsa moregenericprivacy protectionapproach.Its designis not
limited to videosandimagesbut canhandlearbitrarysensordata.Thesystemusesa
centralizedarchitecture.An importantcomponentis theprivacy buffer thatis running
ontheserver. Datareceivedfrom theclientsis fed into thisprivacy buffer. Thebuffer
canbeextendedandcon�gured by meansof privacy �lters anda privacy grammar.
If incomingdatais quali�ed asprivateby oneof theprivacy �lers, thedatadoesnot
leave the privacy buffer. Non-privatedatais forwardedto a routing componentthat
managesdistributionof datato interestedclients.

3.2 SelectivePrivacy ProtectionandUserInvolvement

To protectthe privacy of selectedusers,systemshave beenpresentedthat allow to
remove known, trustedusersfrom capturedvideo.Someapproachesgo evenfurther
andgive monitoredpersonscontrol over who is ableto accesspersonalvideo data.
Dueto limited reliability of computervision to detectpersonalimagedata,many re-
searchersrely onportabledevicescarriedby usersfor identi�cation andlocalization.

Brassil [5] proposesa Privacy EnablingDevice (PED) that givesuserscontrol
over their personaldata.Whenactivated,thePEDrecordsthelocationof theperson
togetherwith timestamps.This datais uploadedto a clearinghouse.Beforea camera
operatordisclosesvideosto a third party, the clearinghousehasto be contactedto
checkif anactivePEDwasin thevicinity of thecameraat thetime in question.If so,
videodatahasto beanonymized.Dueto theabsenceof feedback,usershave to trust
cameraoperatorsto follow theadvertised procedures.Wickramasuriyaetal. [49] per-
form realtimemonitoringof theenvironmentto increaseuserprivacy. In particular,
they suggestto usemotionsensorsto monitor roomsor areas.If motion is detected,
anRFID readeris triggeredthattriesto readtheRFID tagcarriedby thepersonthat
enteredthe area.If no RFID tag canbe found or the securitylevel of the tagdoes
not grantaccessto the area,a camerathat overseesthe region is activated.Image
regionscontainingpersonswith valid RFID tagsareblankedsuchthatonly potential
intrudersremainvisible.

Chinomiet al. [11] alsouseRFID technologyto detectknown users.RFID read-
ers,deployedtogetherwith cameras,areusedto localizeRFID tagscarriedby users
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basedonsignalstrength.This locationinformationis thenmappedto motionregions
detectedby thecameras.As theRFID tagidenti�es theperson,theindividualprivacy
policy canberetrievedfrom a database.This policy de�nestherelationshipbetween
the monitoredpersonandpotentialobservers.Basedon that,differentforms of ab-
stracteddataaredeliveredby thesystem.Abstractionsincludesimpledots showing
only the location of a person,silhouettesas well as blurred motion regions.Also
Cheunget al. [9] useRFID for userlocalization.Correspondingmotion regionsare
extractedfrom the video andencryptedwith the user's public encryptionkey. This
key is retrieved from a databasevia the userID from the RFID tag. The blanked
regionsin theremainingimageare�lled with backgroundimagedatausingvideoin-
painting[10]. Theencryptedregionsareembeddedinto thecompressedbackground
imageusingdatahidingtechniquessimilar to steganography. Sincedecryptionof pri-
vacy sensitive imageregionsrequirestheuser's privatekey, active usercooperation
is necessaryto reconstructtheoriginal image.A dedicatedmediatorestablishescon-
tactbetweenusersandobserverswho areinterestedin thevideodata.In work from
thesameresearchgroup,Ye et al. [55] andLuo et al. [23] do not useRFID tagsfor
identi�cation but biometric information.As part of their anonymousbiometricac-
cesscontrol system,iris scannersareinstalledat theentrancesof areasundervideo
surveillance.Basedon that, authorizedindividualsare thenobfuscatedin the cap-
turedvideo.Anonymity of authorizedpersonsis maintainedby usinghomomorphic
encryption.

An approachthatdoesnot needspecialdevicescarriedby usersis presentedby
Schiff et al. [36]. Their “respectfulcameras”usevisualmarkerssuchasyellow hard
hatsworn by peopleto identify privacy sensitive regions.Speci�cally, they remove
person's facesfrom images.Spindleret al. [40] applysimilar ideasin thecontext of
building automationandmonitoringapplications.Personaldatais obfuscatedbased
on individualprivacy settings.For identi�cation andlocalization,theauthorssuggest
to rely oncomputervision.For theprototype,thiswasnot implementedbut replaced
by manualselectionof privacy sensitive regions.

3.3 Community-DrivenRegistrationof SurveillanceCameras

CommunitybasedprojectssuchasWikipedia have demonstratedthe feasibility of
collaborativeefforts to producehighqualitycontent.Similarconceptshavebeenpro-
posedto registerandmapvideosurveillancesystemsdeployed in public areas.One
suchprojectis basedonOpenStreetMap[29] andmakescamerapositionsavailableas
a mapoverlay. Anotherprojectwith similar goalsis MapCams.org [24]1. In Febru-
ary 2010, the city of Paris announceda plan [33] to establisha police-controlled
network of about1300surveillancecameras.The locationsof the camerasalready
installedaswell as the plannedcamerashave beenmappedon GoogleMaps.Fig-
ure 1 shows screenshotsof all threeservices.At present,theseprojectsarein their
infancy. New camerasareaddedvia simpleweb-interfaces.Dedicatedapplications

1 Mapcams.org wentof�ine dueto technicaldif�culties in fall 2010.At thetime of writing this article,
it hasnot yet resumedits services.
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systemsandtherebyincreasepublicacceptanceof videosurveillance.At theend,this
might leadto awin-win situationfor bothsides.

3.4 Classi�cation,ObservationsandImplications
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Baaziz[1] � � � � � � � �
Boult [4] and � � � � � � � �Chattopadhyay [8]

Brassil [5] � � � � � � � �
Cavallaro [6,7] � � � � � � � �
Cheunget al. [9,10,23] � � � � � � � �
Chinomi et al. [11] � � � � � � � �
Dufaux and Ebrahimi [12,13] � � � � � � � �
Fidaleoet al. [14] � � � � � � � �
Fleck and Strasser[16,15] � � � � � � � �
Moncrieff et al. [28] � � � � � � � �
Schiff et al. [36] � � � � � � � �
Senioret al. [39] � � � � � � � �
Spindler et al. [40] � � � � � � � �
Tansuriyavongand Hanaki [41] � � � � � � � �
Wickramasuriya et al. [49] � � � � � � � �
Troncoso-Pastorizaet al. [45] � � � � � � � �
Winkler and Rinner [51] � � � � � � � �
Yabuta et al. [54] � � � � � � � �

Table 1 Classi�cationof relatedwork on privacy protectionin visualsurveillance.Thepropertiesarede-
scribedin section3.4.Whitebulletsrepresentunsupportedproperties,graybulletsdenotepartiallyrealized
propertiesandblackbulletsstandfor fully coveredproperties.

Table1 presentsa comparisonof thepreviously discussedapproachesto protect
userprivacy in video surveillance.The table is split into two main categories,pri-
vacy protectionanduserinvolvement,with severalsub-categories.Subsequently, we
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presentthe meaningof the individual categoriesanddiscusshow relatedwork �ts
into thesecategories.

Detectionof SensitiveRegions. Thisdenotesthecapabilityof asystemto detectpri-
vacy sensitive image regions. Theseare, e.g., humanfacesor vehicle license
plates.If thissystemcomponentdoesnotwork reliably, privacy is atrisk.A single
frameof a videosequencewheresensitive regionsarenot properlydetected,can
breakprivacy protectionfor theentiresequence.As illustratedin table1, detec-
tion of sensitive imageregionsis acorecomponentof all reviewedapproaches.

Blanking. One way to deal with sensitive imageregions is to completelyremove
themfrom theimageleaving behindblankedareas.While providing perfectuser
privacy, theusefulnessof thesystemis reducedsincenot evenbasicuserbehav-
ior can be observed and identitiesof personsare lost. Nevertheless,this basic
approachis partof themajority of existing privacy protectionsystems.Somere-
searcherssuchas Cheunget al. [10] aim to eraseknown, trustworthy persons
from capturedvideo. Insteadof leaving behindblanked areas,they apply video
inpaintingtechniquesto �ll theblankareaswith background.

ObfuscationandScrambling.The purposeof obfuscationis to reducethe level of
detail in sensitive imageregions suchthat personscan no longer be identi�ed
while their behavior remainsperceptible.Researchersapplydifferenttechniques
includingmosaicing,pixelation,blurring[11,49] or high,lossycompression.Im-
agescramblingis a techniquewheresensitive regionsin, e.g.,JPEGcompressed
imagesare obscuredby pseudo-randomlymodifying the region's DCT coef�-
cients[12]. As canbeseenin table1, abouthalf of theapproachesmake useof
obfuscationor scramblingtechniques.In recentwork, Dufaux andEbrahimi[13]
presenta framework for theevaluationof privacy protectionmechanisms.Their
resultsindicatethatsimpleapproachessuchaspixelation andblurring offer only
limited protection.Blurredor pixelatedhumanfacescanoftenstill berecognized
with standardfacerecognitionalgorithms.Contraryto that, scramblingmecha-
nismsperformmuchbetterwith recognitionratesof nearly0%.

Abstraction.Thispopulartechniquereplacessensitiveimageregionswith, e.g.,boun-
ding boxes or, in caseof persons,with silhouettesand stick-�gures [39]. An-
other form of abstractionis meta-information attachedto a video. This canbe
objectpropertiessuchaspositionanddimensions,but alsonamesof identi�ed
persons[41]. Dependingon the type of abstraction,eitherbehavior, identity or
both can be preserved. Note that if identity is preserved, additionalprotection
(e.g.,by encryption)shouldbeconsidered.Abstractionis appliedby about�fty
percentof thereviewedworks.

Encryption. Dataencryptionis usedby half of the systemspresentedin table1 to
keepsensitive regionscon�dential.Whenencrypted,sensitive imageregionscan
nolongerbeviewedby personswhodonothavetheappropriatedecryptionkeys.
Simpleencryptionnot only protects the identity of monitoredpersonsbut also
their behavior. Upondecryption,both– identity andbehavior – arerevealed.By
usingmultiple encryptionkeys, a systemcanbedesignedthat requiresmultiple
operatorsto cooperateto decrypttheoriginal data.Sucha designprovidesa cer-
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tain degreeof protectionagainstoperatormisuse.Table1 shows thatencryption
is a techniquethatis frequentlyusedfor privacy protection.

Multiple Privacy Levels. Supportfor multiple privacy levelsusuallyis basedon en-
cryption and denotesthat one single video streamcontainsdifferent levels of
information.Thesecouldbetheunmodi�ed sensitive imageregions,obfuscated
versionswith blurred facesas well as abstractedversions.Dependingon their
sensitivity, theselevelscanbeencryptedwith oneor multipleencryptionkeys.A
multi-level approachallows to designa privacy protectionsystemthat presents
differenttypesof informationto observersdependingon their securityclearance.
While low-privilegedoperatorsonly canaccessversionof thestreamwherebe-
havioral datais visible, supervisorsor governmentagenciescould get accessto
theoriginaldatathatcontainstheidentityof monitoredpersons.Table1 illustrates
thatmany researchescombineddifferentapproachesinto multi-level privacy pro-
tectionsystems.

UserConsentandControl. Today, camerainstallationsareoften marked with signs
or stickers that advertise their presence.User consentto video surveillance is
givenimplicitly by acknowledgingthesesignswhenenteringthearea.By hand-
ing outPEDsor RFID tagsto known andtrustedusers,someof theapproaches
from table1 realizeastrongerform of awarenessabout videosurveillance.Users
equippedwith PEDsor RFID tagsarenot only madeawareof theinstalledcam-
erasbut even get a certaindegreeof control over their privacy. By carrying the
deviceswith them,they canactively choosenot to becapturedby thesystem.The
approachof Cheunget al. [9] goeseven further. By using public key cryptogra-
phy to protectpersonalinformation,usersget full controlover privacy sensitive
datasincethey have to actively participatein thedecryptionof this data.

UserFeedback.In currentsystems,usershave to trustoperatorsto protecttheir pri-
vacy. To establishthis trust,Senioretal. [39] suggestthatsurveillanceequipment
shouldbe certi�ed and the resultsshouldbe madevisible, e.g.,by stickersat-
tachedto cameras.For users,however, it is dif�cult to evaluateif thiscerti�cation
is still valid. Thesoftwareof asmartcameramighthavebeenchangedby theop-
eratorwithout re-certi�cationof thesystem.In section5 of this work we present
analternative approachto provide userfeedback.Usinga handhelddevice,users
candirectlyquerythecurrentstatusof acamera.

Thereview of relatedwork leadsto thefollowing observations:

– Many systems rely on computervision to detectprivacy relevant information
suchashumanfaces.Unfortunately, computervision is not yetadvancedenough
to work reliably underall conditions.This, however, is vital sincea singlemis-
detectedframesubvertsall privacy protectioneffortsfor anentirevideosequence.
But it is not only thereliability of computervision that is problematic.Work by
Sainietal. [35] demonstratesthatevenif primaryidenti�ers suchashumanfaces
areremoved,personsoftencanstill be identi�ed basedon secondaryidenti�ers.
Secondaryidenti�ers are,e.g.spatialandtemporalinformationaswell asactivi-
tiesthatarecharacteristicalfor aperson.

– In many approachesdedicateddevicesfor localizationandidenti�cation of per-
sonsareused.While this workswell whenappliedfor closedcommunitiessuch
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asthestaff of ahospital[49], webelievethatthis is notscalableenoughfor larger
deploymentssuchasan entirecity. Furthermoreit mustbe notedthat RFID se-
curity is typically not considered.In anactualsystem,countermeasuresagainst,
e.g.,cloningof tagsis acritical requirement.

– Currently, privacy protectionis largely in theresponsibilityof systemoperators.
Usershave to trust that operatorsimplementadequateprotectionmechanisms.
However, it is questionableif operatorsvoluntarily take theextra costandcom-
plexity of integratingprivacy protectiontechniqueswithoutbeingforcedby, e.g.,
governmentregulations.By putting tools for privacy awarenessandprotection
into thehandof users,this situationmight slowly changein thefuture.

4 UserCentric PrivacyAwareness

Even thoughuserfeedbackis an importantaspectto increasepublic acceptanceof
videosurveillance,theclassi�cation of relatedwork in section3.4 illustratesthat it
is rarelyaddressed.In principle,userfeedbacktechniquesshouldprovide monitored
peoplewith tools that allow themto get informationabouta camerasystem.Basic
feedbackcouldincludeinformationsuchastheownerof a camera,its purpose,who
hasaccessto recordedvideo data aswell ashow long this datais stored.In more
advancedforms,informationaboutthesystemstatusin termsof appliedprivacy pro-
tectiontechniquesandexecutedapplicationscouldbemadeavailable.A conceptfor
providing userfeedbackvia direct interactionbetweena cameraanda userwill be
presentedin section5.3.It reliesonTrustedComputingremoteattestationtechniques
whichallow provision of reliablesystemstatusinformation.

For thesuccessfuldeploymentof sucha user-basedattestationscheme,operator
cooperationis required.However, we cannotautomaticallyassumethis cooperation
asgiven. To still be able to increaseprivacy awarenessdespitethe currentlack of
operatorcooperation,we proposea moregeneralconcept.Within this concept,user-
basedattestationserves asthestrongestandmostreliablewayof providing feedback.
Eventually, public demandandgovernmentalregulationsmight requiresurveillance
systemoperatorsto disclosemore informationabouttheir systems.Oncethis hap-
pens,ourconceptcanunfold its full potential.

Themaingoalof theproposedsystemis to collectinformationaboutareasunder
videosurveillanceandto make this datafreely available.Thesystemis not designed
to differentiatebetweendifferenttypesof usersby selectively protectingtheprivacy
of a few, trustedindividuals.Our approachis basedon thework of existing commu-
nity projectsthatregisterandmapvideosurveillancecameras(comparesection3.3).
It extendstheseprojectsin severalwaysandmakesuseof thecollecteddatato pro-
vide personalizedprivacy alertsas illustratedin �gure 2. Participantsinteractwith
thesystemvia their smartphones.Thetwo primaryusecasesfor thesmartphoneare:

CameraRegistration. Viaadedicatedapplicationandthesmartphone'sGPSreceiver,
userscanregisteryet unknown camerasanduploadthis informationto thecom-
munity database.Aside from basiclocation information,the applicationallows
additionaldatato beentered.Cameraorientationcanbesketchedon a live map
preview andpropertiessuchasthe type of the camera(e.g.,�x ed,PTZ, ...) can
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formationcanbe imagined.For example,theprivacy badgeby Gischet al. [19,
18] visualizesprivacy lossusingthemetaphorof a dosimeterthatshows theac-
cumulatedlossof privacy.

Thesystembearssimilaritiesto theprivacy awarenesssystemfor UbiCompen-
vironmentspresentedby Langheinrich[22]. In his approach,userscarry a privacy
assistantin the form of a PDA. The conceptassumesthat UbiCompenvironments
areequippedwith privacy beaconsthatannouncewhich datacollectingservicesare
presentin the environment.The user's privacy assistantcollectsand forwardsthis
informationto theuser's personalprivacy proxy locatedon theInternet.Theprivacy
proxycomparestheuser'sprivacy policieswith thesettingsof thedatacollectingde-
vicesasannouncedby theprivacy beacon.If mismatchesaredetected,servicesin the
user's environmentareselectively disabledsuchthatcompliancewith theuser's pri-
vacy policy is achieved.A noteworthy differencebetweenLangheinrich'ssystemand
our conceptis thatLangheinrichallows usersto modify thebehavior of theinstalled
datacollectingdevices.In contrastto that, the presentedprivacy awarenesssystem
is limited to providing location-basednoti�cations. The primary reasonfor this de-
cision is that in areasundervideo surveillance,usuallymany peoplewith varying
privacy requirementsarepresent.The only appropriateway to handlesucha situa-
tion is to apply the supersetof thesepolicies.It canbe assumedthat this would a
make video surveillancesystemuselessin mostsituationssincethe majority of the
cameraswouldbedeactivatedvia theusers'policies.

Therefore,we explore a differentapproachand focus on increasingawareness
aboutthe lossof privacy without giving userscontrolover thecameras.Theunder-
lying assumptionis that privacy protectionshouldbe integratedinto the camera's
computervision applications.If therebyprivacy is inherentlyprotected,thereis no
needfor usersto exercisedirectcontroloverwhatcamerasaredoing.What,however,
is absolutelynecessaryis a mechanismthat allows usersto verify thatcamerasoper-
atein aprivacy-preservingway. Thefundamentalidea ofthisapproachis to establish
abalancebetweentheneedsof operatorsandthoseof monitoredpeoplesuchthatthe
systemremainsusablefor its intendedpurposewhile privacy is protectedin a way
thatis veri�able for users.

As alreadymentioned,operatorcooperationcannotbeexpectedfrom thebegin-
ning. Therefore,the conceptsupportsdifferentprivacy awarenesslevels which are
subsequentlydescribed.While basicawarenesslevelscanalreadybeachievedtoday
andwithoutoperatorcooperation,advancedlevelsalsodependon thedeploymentof
new infrastructurein theform of trustworthy cameras.Theprivacy awarenesslevels
providedby thesystemare:

Level 0 –No Awareness.This lowestlevel of awarenessis typical for today's video
surveillancesystems.Most peopleareunawareof camerasin their environment.
If at all, they are informedaboutthe presenceof camerasvia printednotesor
attachedstickers.Peoplewhochoosenot to participatein oneof thehigherlevels
will remainat this lowestawarenesslevel.By notparticipating,these usersdonot
loseanythingcomparedto thestatusquo.

Level 1 –BasicAwareness.With theinformationavailablein today'sevolvingsurveil-
lancecameradatabasesand maps,userscan be noti�ed aboutthe presenceof
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camerasin their environment.Cameralocationinformationis usedby theuser's
smartphoneto issueanalarmif theuserapproachesanareaundervideosurveil-
lance.

Level 2 –ExtendedAwareness.A prerequisitefor extendedprivacy awarenessis the
availability of additionalinformationaboutinstalledcamerasystems.Besidesba-
sic informationsuchasthelocation,thiscouldbe,e.g.,theorientationand�eld of
view of cameras,whoownsandoperatesthemaswell astheirpurpose.While ex-
ternallyvisible propertiessuchasorientationandestimated�eld of view canbe
addedto the databaseby individuals,other informationcannot.Attributessuch
as ownershipand purposecan,most likely, only be madeavailable by system
operators.

Level 3 –Full Awarenesswith DirectUserFeedback.At level 2, usershave to trust
in thecorrectnessof informationaboutsystempropertiesmadeavailablein com-
munity databases.Level 3 goesbeyond that by providing direct feedbackand
proof aboutthetasksexecutedon a camera.Basedon cryptographictechniques,
userscanquerythe statusof a cameraandreceive evidencewhich applications
areexecuted.Statusinformationobtaineddirectly from a cameracanalsobeup-
loadedinto thecommunitydatabaseto make it accessibleto otherusers.Clearly,
this statusinformationis only a snapshotin time but it neverthelesscanprovide
valuableprivacy informationfor otherusers.

5 Designof a Dir ectUserFeedbackSystem

In this sectionwe describea camerasystemthatsupportsdirectuserfeedback.That
meansthatthecameraprovidesfunctionalitythat allowsaninteresteduserto directly
querythecamera's statusandget informationthatgoesbeyondbasicdatatypically
available in communitydatabases.To facilitate that, we assumethat the camerais
a modern,smartcamerasystem.Smartcamerasessentiallyareembeddedcomputer
vision systemsthatcomewith substantialcomputingpower, memoryaswell asnet-
work connectivity. This classof camerasystemsis no longerusedonly in research
but alsostartsto bedeployedin commercialapplications.Thecamerascannot only
doon-boardimageprocessingandanalysisbut arealsopowerful enoughto facilitate
theintegrationof securityandprivacy protectionmechanisms.

In previouswork [50,51,53] wepresentedanapproachtowardsatrustworthy em-
beddedsmartcamera.It is anexamplehow acameraoperatorcouldintegrateprivacy
protectionmechanismsin a secureway. Theapproachis basedon a combinationof
computervision andcryptography to achieve multi-level protection.Figure3 shows
an overview of the system.Basedon a periodiclifebeat,systemoperatorscanreli-
ably checkthestatusof a camera.This includesthecurrentlyexecutedapplications
aswell asthedetectionof systemreboots.Personsthatarepresentin the� eldof view
of thecameraareprotectedby encryptingthemotionregions.Furthermore,multiple
levelsof dataabstractionaresupportedwhich is demonstratedby replacingpersons
with theirsilhouettes.Suchabstracteddatarepresentationsallow operatorsatthecon-
trol stationto monitor the behavior of personswhile their identity is protected.For
thedecryptionof theoriginal motionregions,thesystemrequiresthecooperationof
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surethat the responseactuallycomesfrom the intendedcamera.Therefore,we
rely onanapproachsimilar to securedevicepairingtechniquesproposedfor mo-
bile phones[26]. An in-depthdiscussionof our system,including the involved
protocols,is providedin section5.3.

Comprehensibilityfor End-User. The outcomeof the attestationprocessis a setof
hashesthat representthe softwarerunningon the camera.For an averageuser,
thesehasheshave little meaning.Therefore,an entity is requiredthat translates
thesehashesinto humancomprehensibledescriptionsandsystemproperties.In
our concept,we rely on an external, trustedthird party for translationof hash
valuesinto properties.Theunderlyingconceptsareoutlinedin section5.3.

5.1 TrustedComputingFundamentals

TrustedComputing[25] is an industry initiative headedby the TrustedComputing
Group(TCG) [46]. Themainoutputof thegroupis asetof speci�cationsfor ahard-
warechip – theTrustedPlatformModule (TPM) [48] – andsoftwareinfrastructure
like theTCGSoftwareStack(TSS)[47]. TheTPM typically is implementedasami-
crocontroller(executionengine)with acceleratorsfor RSA andSHA1.Additionally,
the TPM providesa random numbergeneratorand limited amountof volatile and
non-volatilememory.

RSA keys can be generatedfor different purposeslike encryptionor signing.
Uponcreation,keys canbedeclaredto bemigratable or not. While migratablekeys
canbe transferredto a differentTPM, non-migratablekeys cannot. Regardlessof
key typeandmigratability, a privateTPM key cannever beextractedfrom thechip
asplaintext but only in encryptedform. By de�nition, every key musthave aparent
key that is usedto encryptthe key whenit hasto be swappedout of the TPM due
to limited internalmemory. At thetop of this key hierarchy is theStorageRootKey
(SRK) whichnever leavestheTPM. TC de�nesthreerootsof trust:

Rootof Trustfor Measurement(RTM). In TC, measuringis theprocessof comput-
ing theSHA1 hashof anapplicationbinarybeforeit is executed.Typically start-
ing from animmutablepartof theBIOS,achainof trustis establishedwhereeach
componentin thechainis measuredbeforecontrol is passedto it. Themeasure-
mentsarestoredinsidetheTPMin memoryregionscalledPlatformCon�guration
Registers(PCRs).As availablememoryin theTPM is limited,aspecialoperation
calledTPM Extendis usedto write to PCRs:

PCR[i ] = SHA1(PCR[i ]jjmeasurement).

With theextendoperation,thecurrentPCRvalueis not overwrittenbut thenew
measurementis accumulatedwith thecurrentPCRvalue.TPM Extendcomputes
thehashof thecurrentPCRvalueconcatenatedwith thenew measurement.This
accumulatedvalueis writtenbackinto thePCR.

Rootof Trustfor Reporting(RTR). Reportingof the platform statusis calledattes-
tation andis donewith the TPM Quotecommand.As part of that,PCRvalues
get signedinsidethe TPM usinga key uniqueto that TPM. In theory, this key
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couldbe theEndorsementKey (EK) which is insertedinto theTPM uponman-
ufacturing.For privacy reasonshowever, not directly the EK but aliaskeys are
used.They arecalledAttestationIdentityKeys(AIKs) andaregeneratedwith the
helpof anexternaltrustedthird party.

Rootof Trustfor Storage(RTS). The RTS allows to usethe TPM to securelystore
data.Binding of datarefersto encryptingdatawith a TPM key andhenceguar-
anteeingthat this dataonly is accessibleby this speci�c TPM instance.Sealing
of dataallows to specifya setof PCRvaluesthedatais associatedwith. As with
binding,theunsealingcanonly bedoneby thespeci�c TPM instancethatholds
theprivatesealingkey. Additionally, theplaintext is only releasedif thecurrent
PCRvaluesmatchthosespeci�eduponsealing.

5.2 RelatedWork onUser-BasedAttestation

In this sectionwe brie�y sketchrelated work on the designandimplementationof
user-basedattestation systems.Theprimarygoalof user-basedattestationis to pro-
videamechanismwhereuserscandirectlyverify thestateof aplatformin anad-hoc
manner. A majorproblemhighlightedby Parno[31] is theabsenceof a reliableway
to establishtheidentity of a TPM insidea computer. As a consequence,a malicious
machinecouldforwardTPM relatedrequestsof a userto anotherTPM-enabled,un-
modi�ed machinewhich thenwould provide valid responsemessages.This typeof
attackis calledacuckooattack. Theauthorarguesthattheestablishmentof theTPM
identity henceis a fundamentalpreconditionfor reliably attestingthesoftwarestate
of a platform. In conclusion,the work suggeststo adda special-purposehardware
interfacethat allows anexternaldevice to directly communicatewith aTPM.

For the purposeof trustworthy kiosk computing,Tögl and Hutter [44,43] ex-
tendthis ideaandproposesthe integrationof anNearField Communication(NFC)
interfaceinto the TPM. Via the NFC interface,a userwith a trusted,NFC enabled
handhelddevice canwrite a nonceinto a dedicatedregisterof theTPM. This nonce
is then includedin the subsequentTPM Quoteoperation.The establishmentof the
noncerequiresthe userto bring the handheldinto closeproximity (a few centime-
ters)of theTPM. This ensuresthat theattestationresponseactuallycomesfrom the
intendedmachine.As theNFC basedestablishmentof thenoncebypassesthesoft-
warestackof the hostmachine,malicioussoftwareon the hostcannot manipulate
theattestationprocess.

With Seeing-Is-Believing (SIB) [26], McCuneet al. take a different approach
using visual communicationto establishan authenticcommunicationchannelbe-
tweenmobile phones.Visual communication hasthe advantagesthat it is intuitive
for usersandthatattackson thecommunicationareeasilyspotted.In thisprocedure,
calleddemonstrative identi�cation, a 2D barcodecontaininga key is displayedby
onesmartphonewhich thenis capturedusing thecameraof thesecondphone.Per-
forming this procedurealsoin theoppositedirection,allows to establisha mutually
authenticatedcommunicationchannel.In caseswhereoneof the devicesdoesnot
have adisplay, theauthorsproposeto attacha sticker with theprintedbarcodeto the
system.This approachis alsoproposedby Garrisset al. [17] in their work targeted
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towardstherealizationof trustworthy andpersonalizedcomputingenvironmentson
publickiosks.However, asdiscussedin [31,43] thisapproachis problematicbecause
stickersareeasilymodi�ed or replacedandhencecannot help to reliably prevent
cuckoo attacks. Bangerteret al. [2] alsousethevisualchanneltogetherwith a ded-
icated,proprietarysecuritytokento attestthestateof a system.Usingthis device, a
logicalandsecurechannelbetweenthetokenandanattestationserver is established.
Messagesfrom theserveraresentto thetokenby �ick eringthescreenof theattested
system.Themessageencodedin this �ick eringis capturedby thetoken's camera.

Otherresearchespursuesimilar ideasbut usedifferentcommunicationtechniques
to establisha local, authenticchannel.With Loud and Clear, Goodrichet al. [20]
proposea systemthatusesaudiocommunicationfor device pairing. In this system,
authenticationdatais encodedin Englishphrases.It is thetaskof theuserto compare
thesephrasesplayedby the devices.The authorsargue that one advantageof the
systemis that it canoperate over larger distancesthan,e.g.,visual solutions.This
however alsomakesthe systemmorevulnerableto cuckoo attacksasidenti�cation
of thetalkingdevicemightnotbeasintuitiveaswith visualapproaches.

5.3 VisualUser-BasedAttestation

As alreadymentioned,a main challengeof user-basedattestationis the properse-
lectionof theintendedcameraandtheestablishmentof anauthenticcommunication
channel.To befeasiblefor averageusers,thisprocessneedsto beintuitiveandlargely
automated.At the sametime, it must be ensuredthat cuckoo attacksare properly
prevented.Typically, camerasarenot mountedin placeseasily reachableby users.
Consequently, a dedicatedhardwareinterfaceto the TPM is not an option.Similar
considerationshold truefor NFC communication.A morenaturalchoicefor a cam-
erasystemis thevisualchannel.ExistingapproacheslikeSIBwouldallow thecamera
systemto authenticatetheuser's handheld device.For authenticationin theopposite
direction,thecamerawould eitherneeda displayor a barcodesticker attachedto it.
Usually, thereis little usefor anextra displayon a surveillancecameraandbarcode
stickersareeasilymanipulated[17,43]. For that reason,we presenta differentap-
proachthatstill usesthevisualchannelfor authenticationof thecamerabut doesnot
requirea displayor stickerson thecamera.To achieve that,we make useof Trusted
Computingtechnologyto ensurecertainsystempropertiesaspart of the attestation
process.Before describingthe detailsof our approachin section5.3.3,we brie�y
discussthesystemarchitecture,setupproceduresaswell asdesignassumptionswe
havemade.

5.3.1SystemArchitectureandSetup

Thesystemarchitectureextendstheoneshown in �gure 3. In additionto theTrusted
Computingenabledcamerasandthe operator's control station(CS), two additional
entitiesareintroduced.The �rst oneis a handhelddevice that is usedby monitored
personsto performtheattestationof a camera.This handheldcouldbe any modern
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smartphone.Thesecondnew entityis aTrustCenterthatgeneratesatrustreportbased
on thePCRvaluesobtainedfrom cameraattestation.

To be ableto generatesucha report,the TrustCenterhasto know the measure-
mentsof applicationspotentially runningon a camera.To achieve that,we assume
the cooperationof cameraoperatorsby disclosingthe camera�rmw are, including
thesourcecode,to theTrustCenter. TheTrustCentercanthenreview theapplications
and storethe correspondingmeasurementstogetherwith a descriptionof applica-
tion propertiesin its database.We believe thatboth,cameraoperatorsandusers,can
bene�t from suchamodel.Ontheonehand,operatorscandemonstratetheircommit-
mentto opennessandprivacy protectionwhile their intellectual propertyrights are
protectedsincesourcecodeis only disclosedto theTrustCenterandnot thegeneral
public.Ontheotherhand,usersbene�t from thesystemsincethey canlearnwhatthe
camerasin their environmentaredoingandhow they handlepersonaldata.

As far as user-basedattestationis concerned,a TrustedComputingenabledcam-
erahasto undergo a numberof setupstepsbeforeit is deployed. It is assumedthat
this setupis donewhenthecamerais underfull controlof theoperatingpersonnel.
Themainpartof thesetupinvolvesthegenerationof TPM keyson thecameraandat
thecontrolstation. All keysaregeneratedas2048bit RSAkeys.Thefollowing setup
stepsandthekey generationareperformedindividually for eachcamera.

TPM Ownership.CallingtheTPM TakeOwnershipoperationof thecamera'sTPM C

setsanownersecretandgeneratestheStorageRootKey K SR K . Theownerse-
cretis not requiredduringnormaloperationof thecameraandis setto a random
valueuniqueto every camera.For maintenanceoperations,the camera's owner
secretis storedin thedatabaseof thecontrolstation.

IdentityKey Creation.An AttestationIdentityKey serves asanaliasfor theEndorse-
mentKey (K E K ) andis usedduringplatformattestation.Contraryto a PCsys-
tem,onesingleAIK is suf�cient sincethereareno humansthatactively usethe
cameraandwho's privacy needsto beprotected.ThesingleAttestationIdentity
Key K AI K servesfor platformattestationandcerti�cation of otherTPM keys.In
our concept,theTrustCenteralsotakestheadditionalrole of a PrivacyCA [32].
As partof AIK creation, it issuesanAIK certi�cate for K AI K pub . A copy of this
AIK certi�cate CertAI K is storedon the camera.From there,it is sentto the
user aspartof theattestationresponse.TheTrustCenteris expectedto maintain
revocationlists for theissuedAIK certi�catesandto provideaservicethat allows
usersto checkthestatusof acerti�cate.

SignatureKey Creation.For signingdatasuchas imagesdeliveredby the camera,
a non-migratablesigningkey K SI G is createdwith K SR K asits parent.Being
non-migratableensuresthat the privatekey cannot leave the camera's TPM C .
Thisprovidesassurancethatdatasignedwith thisparticularkey reallyoriginates
from this speci�c camera.

Table2 summarizesthecryptographickeysgeneratedaspartof thecamerasetup.
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KeyName Abbreviation
StorageRootKey K S R K

AttestationIdentityKey K AI K
SignatureKey K S I G

Table 2 Thecryptographickeys generatedduringsetupof a singlecamera.All keys arenon-migratable,
2048bit RSA keys.

5.3.2Assumptions

As a hardware-basedsecuritysolution,TrustedComputingis intendedto provide
higherlevelsof securitythata puresoftwaresolution canachieve. It, however, was
notdesignedto withstandsophisticatedandexpensivehardwareattacksasperformed
by Tarnovsky [42]. Sinceour mainconcernin this work aresoftwareattacks,we do
not addressattackson camerahardware.We however assumethatmany attackscan
bemadea lot morecomplicatedwhenusingspeci�cally designedcameraenclosures
andcircuit boards.Moreover, many hardwareattacksinvolve arebootof thesystem
whichcanbedetectedby operatorsvia our trustedlifebeat[53].

The other major hardware componentof our systemis a handhelddevice that
allows usersto interactwith thesystemandto performtheuser-basedattestation.In
thiswork, weusethehandheldasa tool but donotaddresssecurityquestionsrelated
to this device. We assumethat thesoftwareon thehandheldis trustworthy andthat
no malicioussoftwarecomponentsare installed.Relatedwork that investigatesthe
designof a trustworthy handhelddevice is presentedby, e.g.,Selhorstet al. [38].
Furthermore,weassumethatthehandheldis preloadedwith thepublickey certi�cate
of theTrustCenter.

5.3.3AttestationProtocol

Our user-basedattestationprotocolconsistsof two separatephases.The �rst phase,
shown in �gure 4, servestwo purposes.First, the userselectsthe cameraof inter-
estvia visualcommunicationusinga handhelddevice. Second,thecamerastatusis
attestedandtheattestationresultsareevaluatedwith thehelpof theexternalTrust-
Center. Oncethe �rst phaseof the attestationprotocol is complete,the userknows
whetheror not thereis a trustworthy camera.However, dueto potentialcuckoo at-
tacks,it is not yet guaranteedthat this trustworthy camerais theoneselectedby the
user. This issueis addressedby thesecondphaseof theattestationprotocolwhich is
depictedin �gure 5. Thedesignof thesecondphaseis basedon theknowledgethat
the trustworthy camerafrom phaseonehassomespeci�c properties.In our case,a
requiredpropertyis thesupportof a specialoperationthatcanonly betriggeredvia
thevisualchannel.Theusernow requeststhis operationfrom thecamera.Basedon
theoutcomeof thesecondattestationphase,theuserlearnsif thetrustworthy camera
from phaseoneis identicalto theactuallyintendedcamera.Note that in a practical
implementationthe two phasesof the attestationprotocolareexecuteddirectly one
afteranother. Userswill perceive thetwo attestationphasesasonesingleprocess.
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Next, a wirelessconnectionis establishedto the IP of the user's handheldand
in step4, thesignedquoteresultQuoteR es, thePCRmeasurementlog PCRLog

andtheAIK certi�cate CertAI K aresentbackto thehandheld.
Usingthisdata,thehandheldhasto performthefollowing two steps:(a)With the
help of the TrustCenter, it hasto be veri�ed that CertAI K hasbeenissuedfor
anAIK protectedby a TPM that is partof a camerathatbelongsto thenetwork.
This also includescerti�cate revocationchecks.(b) The signatureof the quote
resultQuoteR es hasto be veri�ed andthe contentof the quoteblob hasto be
examined.This includescheckingnonceN1 aswell asevaluatingthe provided
PCRvaluestogetherwith thePCRmeasurementlog PCRLog . To of�oad work
from thehandheld,we submitthequoteblob andthePCRlog to theTrustCenter
which evaluatestheblob in conjunctionwith thelog. Theindividual PCRvalues
arecomparedto the hashesof the �rmw areandthe applicationsthat have been
submittedfor review by thecameramanufactureror operator. TheTrustCenterre-
constructsthePCRlog stepby stepandcomparesthereconstructedPCRvaluesto
thosesignedby theTPM. Oncethevalidationof all attestationdatais completed,
theTrustCentergeneratesareportthatincludesdescriptionsandpropertiesof the
camera's �r mwareandthe individual applicationsexecutedon thecamera.This
trustreportis digitally signedandsentbackto theuser's handheld.On thehand-
held, integrity andauthenticityof the trust reportis veri�ed usingthepreloaded
TrustCenterpublic key certi�cate.
If all checksweresuccessful,theusernow hasassurancethat(a) thequotecame
from a camerathat belongsto the network and(b) the camerais in a trustwor-
thy state.The userhowever doesnot yet have assurancethat the quoteactually
camefrom the camerathe 2D barcodewas presentedto. This speci�c camera
might have beensubvertedby an attacker. Insteadof performinga local quote
that would reveal this fact, the malicioussoftwareon the cameracould graban
image,extractN1, PCRList andIP andforwardthisdatato anunmodi�ed cam-
era.Thiscamerathenrespondswith avalid quoteresult. Thiswould leadtheuser
to believethatthecamerain front of heris in thereported,trustworthy statewhile
it is actuallyrunningmalicioussoftware.This attackpatternis possiblesincewe
assumethat TrustedComputingenabledcamerasallow remote attestationto be
performednotonly whentriggeredvia thevisualchannelbut alsovia thewireless
channel.Wirelessattestationis an importantassetof operatorsto checkcamera
statusremotely, aswehavedemonstratedwith our trustedlifebeat[53].

AttestationPhaseTwo. As mentioned previously, we requirea camerato have cer-
tain propertiesto be admittedto the secondattestationphase.Speci�cally, we
requirethe camerato supporta Gr abAndSignI mg commandwhich readsan
imagefrom thecamerasensoranddigitally signsit usingtheTPM. Furthermore,
we requirethat the Gr abAndSignI mg commandcanonly be triggeredvia vi-
sualcommunicationandthecamerasupportsno wirelesslyaccessiblefunction-
ality thatsignsremotelyprovidedinput data.If theserequiredpropertiesarenot
con�rmed by thetrust reportfrom phaseone,theattestationprocessis canceled
andtheuseris informedaboutthefailure.
The primary purposeof the secondattestationphase,as shown in �gure 5, is
to ensurethat trustworthy camerafrom phaseoneactually is the one intended
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img , theimagesignatureSigimg , thepublic signaturekey K SI Gpub andthecer-
ti�cate CertSI G aresentbackto thehandheld.In step10, theapplicationon the
handheldhasto performthefollowing threeveri�cation steps:(a)Theimagesig-
natureSigimg hasto beveri�ed. (b) Thecerti�cate CertSI G of K SI G mustbe
veri�ed usingthepublic AIK from CertAI K which hasalsobeenusedfor quote
validation in step5. Assumingthat the information in TPM CERTIFY INFO2
provesthat K SI G is non-migratable,it is ensuredthat the quoteandthe signed
imagecomefrom the samecamera.(c) From the barcodeof the signedimage,
nonceN 0

2 hasto beextractedandcomparedwith N2. Thisensuresthatthesigned
imagewasfreshlycapturedby thecameraintendedby theuser.
If thesethreestepsweresuccessful,theuserknows that thequotein step3 and
theimagesignaturein step8 wereperformedby thesameTPM andhencecome
from the samecamera.Sincethe Gr abAndSignI mg requestcanonly be trig-
geredvisually, it is assuredthatthetrustworthy cameraactuallyis theonein front
of the user. Attackson the visual communicationchannelbetweenthe userand
the camerawould be easyto spot.Cuckoo attackswherethe grabbedimageis
forwardedwirelesslyto the trustworthy camerafrom phaseoneareeliminated
by thefact that thetrustworthy cameradoesnot supportsuchfunctionality. This
propertyhasbeenassuredby thetrustreportfrom theTrustCenter.
Finally, in step11,thetrustreportincludingthepropertiesanddescriptionsof the
applicationsexecutedonthecamerais presentedto theuser. Thedescriptionsand
propertiesshouldbeformulatedin a way that allows averageusersto understand
what the camerais doing and how privacy sensitive datais managed.Ideally,
thereportshouldcontainseveral levelsof detail rangingfrom anabstractedtrust
decisionto providing full detailsaboutthesoftwarerunningon thecamera.This
way, differentlevelsof userknowledgeandexpectationcanbesatis�ed.

6 Prototype Implementation and Evaluation

In this sectionwe discussthe prototypicalimplementationof selectedsystemcom-
ponentsandpresentcorrespondingevaluationresults.Speci�cally, weconcentrateon
therealizationof thedirect-userfeedbackwith ourTrustCAM cameraprototype[51].

The prototypeshown in �gure 6, is largely built from commerciallyavailable
components.TrustCAM is basedon theBeagleBoard[3] which hasa dual-corepro-
cessorwith an ARM Cortex A8 CPU clocked at 480MHz and a TMS320C64x+
digital signalprocessorrunningat 360MHz. The systemis equippedwith 256MB
RAM and256MB NAND �ash. Via USB,we connecta color SVGA CMOSsensor
(LogitechQuickCamPro9000)andanRA-Link RA-2571802.11b/gWiFi adapter.
An XBeeradioprovidesasecond,low-performancecommunicationchannel.Finally,
anAtmel AT97SC3203S– theonly commercialTPM designedfor embeddeddevices
– is connectedto themainboardvia theI2C bus.

As operatingsystem,we useanARM Linux systemtogetherwith a customized,
OMAP speci�c kernel.To simplify thedevelopmentof computervisionapplications,
werely onacustommiddlewaresystempresentedin [37]. Thissystemallowsto com-
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erationwe usetheopen-sourceZXing [56] library. Theprimarytargetof thelibrary
is the Java programminglanguagewith versionsavailablefor Java SE,ME aswell
asAndroid.Furthermore,aC++ portof thelibrary existswhichmakesit suitablefor
embeddedsystemswithout Javaenvironmentaswell asApple iOS-baseddevices.

The2D barcodesgeneratedonthehandheldcontainstherequestid (1byte;Quote
or GrabAndSignImage), thenonceNx (20bytes)andtheIP addressof thehandheld
(4bytes).For the prototypewe do not senda list of PCRsbut includeall PCRsin
thequote.The25bytesof therequestareencodedin a QR tagwith a sizeof 21x21
modules.Figure8 shows abarcodeexampleof the�rst attestationphase.

Fig. 8 A 2D barcodecontainingavisualattestationrequestasseenby thecamera.

6.1 EvaluationandPerformanceConsiderations

Our primary evaluationgoal is to provide runtimemeasurementsfor the attestation
process.Overallruntimehasahighimpactonuserexperienceandshouldthereforebe
keptasshortaspossible.Additionally, we wantto determinethepracticalfeasibility
of barcodedetection.As partof that,wealsoinvestigateachievabledistancesbetween
handheldandcamerawith deviceswith differentscreensizes.

Attestationperformancedirectly dependson the runtimefor the individual pro-
tocol stepsfrom section5.3.3.Therefore,we implementedtherequiredfunctionality
on our TrustCAM prototype.Table3 summarizestheprotocolcomponentstogether
with themeasuredruntimes.Barcodegenerationon thesmartphone(steps1 and6)
onaveragetakes41ms.Decodingof abarcodeby thecamera(steps2 and7) requires
about135ms.Wewould like to emphasizethatthis runtimeshouldnotbeconsidered
asan upperlimit. Barcodedetectionis in�uenced by many factorssuchaslighting
conditions,the viewing angle,thedistancebetweenhandheldandcamera,thescreen
sizeof thehandheldaswell asthecamerasopticsandresolution.With ourprototype
setupweachievereliablebarcodedetectionfor distancesof upto 65cm.Theeffective
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barcodesizeon the4inch screenof theSamsungsmartphoneis 5x5cm.To evaluate
achievabledistanceswith handheldswith largerscreenswe usedanApple iPad.On
the9.8inchscreenof thetablet,thedisplayed2D barcodehasasizeof 14.5x14.5cm.
This allows usto achieve reliablebarcodedetectionfor distancesof up to 150cm.

Step Device Action Runtime
1 Smartphone 2D barcodegeneration(Quoterequest) 41ms

2 TrustCAM detectionanddecodingof 2D barcode � 135ms

3 TrustCAM performingtheQuoteoperation
- TPM OIAP 47ms
- TPM Quote 837ms
- TSSOverheads 25ms

4 TrustCAM transmissionof Quoteresults 4ms

5 Smartphone Quotevalidationandinteractionwith TrustCenter t.b.d.

6 Smartphone 2D barcodegeneration(GrabAndSignImage request) 41ms

7 TrustCAM detectionanddecodingof 2D barcode � 135ms

8 TrustCAM performingGrabAndSignImage
- SHA1 2ms
- TPM OIAP (2x) 94ms
- TPM Sign 804ms
- TPM CertifyKey 849ms
- TSSOverheads(2x) 50ms

9 TrustCAM transmissionof GrabAndSignImage results 28ms

10 Smartphone evaluationof GrabAndSignImage results 82ms

11 Smartphone visualizationof trustreport 12ms

total runtime: � 3186ms

Table 3 Runtimeanalysisfor visual user-basedattestationbroken down to individual processingsteps.
Thestepnumberscorrespondto thoseof section5.3.Theruntimesareroundedaveragesover10 runs.

Executionof thequoteoperationon theTPM consistsof commandauthorization
(TPM OIAP), theactualTPM Quotecommandandoverheadfor commandprocess-
ing and serializationin the TSS.With the Atmel I2C TPM, this results in a total
runtimefor step3 of 909ms.It illustratesthefact thatTPMsareprimarily designed
for low costsinsteadof highperformance.As ourevaluationshaveshown [53], TPMs
of othermanufacturershaveslightly betterperformancebut arenotavailablewith in-
terfacesfor embeddedsystems.Subsequently, in step4, thequoteresultis transmitted
backto thesmartphonewhereit is analyzed(step5). In our concept,we rely on an
externalTrustCenterfor quotevalidation.For the prototypewe usea rudimentary
TrustCenterimplementationandthereforecannot provide meaningfulperformance
measurements.However, considering thedetailsof thisprocessaswell astheperfor-
manceof current3G networks,we estimateit to take up to severalsecondsin a real
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implementation.Wearegoingto revisit this issueat theendof thissectionwherewe
discussoptimizationsthatcanbeappliedto theattestationprocess.

After thesecond2D barcodewasgeneratedanddetected(steps6 and7), thecam-
eraperformstheGrabAndSignImageoperation(step8).Runtimeconsistsof comput-
ing theSHA1 hashof the image,executionof TPM SignandTPM CertifyKey op-
erationsaswell ascommandauthorization(TPM OIAP) andTSSoverheads.These
individual runtimesaccumulateto 1799ms. The resultsof the GrabAndSignImage
commandaresentbackto the smartphone(step9, 28ms) wherethey areanalyzed
(step10, 82ms) and�nally visualizedanddisplayed(step11, 12ms).Overall, this
resultsin a runtimefor visualattestationof � 3186ms.Notethatthisnumberconsid-
ersall corecomponentsof theattestationprocessbut omits implementationspeci�c
overheadsfor, e.g.,programloadingor synchronizationbetweenprocessingblocks.

1
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2

� 135ms

3

909ms

4

4ms

7

� 135ms

8

878ms

9

28ms

10

82ms

11
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6
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8a 921ms

5

(a) Thecreationof thesecondbarcode(step6) canbeimmediatelystartedoncethe�rst barcodecreation
is completed.Step8ais thecerti�cation of thesigningkey K S I G usingK AI K . It canbestarteddirectly
aftertheQuoteresultwastransmitted(step4). Runtimeof thecritical pathis shortenedto 3006ms.
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(b) Step8a is thecerti�cation of thesigningkey K S I G usingK AI K . This certi�cation doesnot have to
be doneaspart of the attestationbut canbe donepreviously during idle periods.The resultingcerti�cate
canbestoredon thecamera.Runtimeof thecritical pathis shortenedto 2224ms.

Fig. 9 Runtimeoptimizationsof visualuser-basedattestation by parallelization of processingsteps.White
circlescorrespondto processingstepson thehandheld,dark graycirclesto stepson thecameraandlight
graycirclesto stepsinvolving bothparties(e.g.,datatransmission).Thenumbersin thecirclescorrespond
to theprotocoldescriptionin section5.3.3andtheruntimeanalysisin table3. Runtimesareprintedabove
or below thecircles.No �x ed runtimeis assignedto step5 which representsthedataexchangewith the
externalTrustCenter. Thick, redarrows denotethecritical pathfor theachievableruntime.
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While we believe that the achieved attestationruntimealreadyis acceptable,it
canbe optimizedfurther. This is doneby parallelizing certainstepsof the protocol
asshown in �gure 9(a).Speci�cally, thecreationof thesecondbarcode(step6) can
alreadybestartedafter the �rst barcodewasgeneratedanddisplayed.Furthermore,
we introducea new processingstep8awhich representsthecerti�cation of thesign-
ing key K SI G that is usedfor the subsequentGrabAndSignImage request.Step8a
consistsof TPM CertifyKey, TPM OIAP andTSSoverheads.It hasanaccumulated
runtimeof 921ms.As shown in �gure 9(a), the certi�cation step8a canbe started
immediatelyafterthequotecommandis completed.

Anotheropportunityfor introducingparallelismis theinteractionwith theTrust-
Center. Oncethe quoteresultwassubmittedto the TrustCenterin step5, it is not
strictly necessaryto wait for theresults.Thesmartphonecancontinuewith thesec-
ond phaseof the attestationprotocol.However, the TrustCenterreport is required
beforethe resultsof the GrabAndSignImage canbe evaluatedin step10. No later
thanat this point, thetrustreportis neededto determineif thecamerais trustworthy
andimplementsa genuineversionof the GrabAndSignImage command.If it turns
out that thecamerais not trustworthy, steps6 to 9 have beenperformedneedlessly.
If, however, thecamerais reportedto betrustworthy, overall attestationruntimeand
thetimethehandheldhasto bepointedtowardsthecameraaresigni�cantly reduced.

Consideringtheruntimesbetweensteps4 and10, theTrustCenterhasmorethan
1.8s to generateandreturnthe trust reportbeforestep10 is reached.As illustrated
in �gure 9(a), parallelizationreducesthe critical path of the attestationprocessto
3006ms. At �rst, this might seemlike a marginal improvementcomparedto the
3186sfrom thefully sequentialapproachfrom table3.Thepicturechanges,whenre-
calling thatthetimerequiredfor interactionwith theTrustCenterwasnot includedin
thesequentialapproach.Thetime it takestheTrustCenterto generateandreturnthe
reportmustbeaddedto the3186msof thesequentialversionwhile thetimewindow
of 1.8s is alreadyincludedin the3006msof theparallelizedvariant.

If taking into accountthat thecerti�cation of thesigningkey usedin GrabAnd-
SignImage is independentof theactualsigningprocess,it canbealreadyperformed
in advance,e.g.,duringTPM idle periods.As shown in �gure 9(b), this allows a re-
ductionof theattestationruntimeto 2224ms.Notethatthis alsomeansthatthetime
theTrustCenterhasto generateandreturnits reportis reducedto little morethan1s.
While this might not besuf�cient for theTrustCenterto generatethereport,it still is
an importantimprovementsinceit reducesthe time the handheldhasto be pointed
towardsthecamera.

6.2 Presentationof TrustReports

We expectthatusersof thesystemhave very differentbackgroundsandknowledge
aboutcamerasystems,privacy protectionandsecurity. Therefore,it is dif�cult to �nd
the right tradeoff betweencomprehensibilityandtheamountandlevel of detail.To
overcomethis problem,we suggestto provide differentabstractionlevelsandallow
usersto choosetheform thatis mostsuitablefor them.Thedifferentlevelsarebased
on the informationcontainedin thereportof theTrustCenter. For theprototype,we
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designedtwo differentformshow theresultsarepresented.The�rst oneis shown in
�gure 10(a)andcontainsinformationatahigh level thatrequiresvery little technical
background.This includeswhetherthecamera'ssoftwareis known by theTrustCen-
terandif it is consideredtrustworthy. Furthermore,informationis provided aboutthe
camera's purposeand its owner. Finally, the report includesprivacy relevant prop-
ertiesof the softwarerunningon the camera.The secondview we implementedis
shown in �gure 10(b).Contraryto the �rst one,it providesfull detailsof the cam-
era's softwarecon�guration.To demonstratethewide rangeof possiblepresentation
styleswe intentionallychosethosetwo verydifferentviews.Clearly, any abstraction
level inbetweenis possible.

(a) A high-level camerastatusreport. (b) Full cameradetailsincludingnamesand
versionsof relevantsoftwarecomponents.

Fig. 10 Screenshotsof differentvariantsof how TrustCenterreportscanbepresented.

6.3 Discussion

Evaluationresultsof our prototypearevery encouragingbecausethey illustrate the
practicalfeasibilityof ourapproach.Thetimeusershave to hold theirphonesteadily
anddirectedtowardsthe camerais acceptable.Userexperiencecould be increased
furtherby giving intermediatestatusfeedback.Sinceuserscannot seethedisplayof
thephone,acousticfeedbackcouldbeusedto indicatetheattestationprogress.

A crucial assumptionof our conceptis that the cameraoperatoris honestand
doesnot useintentionallymodi�ed cameras.It would be relatively easyto include
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two processingboardsinto thecamerahousing.For user-basedattestation,only the
trustworthy systemis usedwhile theotheroneserversothertaskswhich remain un-
noticedby theuser. Oneway to eliminatethis kind of setupwould be to requirean
additionalcerti�cation of camerasystemsby someother partythanthe cameraop-
eratoror manufacturer. Thiscould,e.g., besomegovernmentagency. But ultimately,
therehasto besomeentity thatcanbetrusted.This is notmuchdifferentfrom other,
establishedsecurityconceptssuchasSSL certi�catesused to protecthttps connec-
tions.

The achieved distancesfor barcodedetectionare relatively short which might
bea problemwith camerasthat,e.g.,aremountedvery high. For theprototype,we
directlyperformbarcodedetectionfor unmodi�ed,capturedimages.Weassumethat
performancecould be increasedby enhancingandpreprocessingthe input images.
Performanceof visual taggingsystemscontinuesto evolve andnovel systemssuch
asBokode[27] arereportedto work for distancesof upto severalmeters.Ontheother
hand,therelatively low detectiondistancereducedtherisk thatbarcodesarecaptured
by anothercamera.A potentialattackermight try to readthebarcodefrom adistance
usinga camerawith a high-quality zoomlens.As a protectionagainst this type of
attack,wesuggestthatthephone'sscreenis equippedwith aprivacy protection�lter .
These�lters arefrequentlyusedon business laptopsto restrictthe viewing anglesuch
thatthedisplayedcontentis only visible whenlookingstraightontothescreen.

Anothertypeof attackthatmustbeconsideredaredenialof service(DoS)attacks.
A simpleandcheapform of attackwouldbeto print a2D barcodewith anattestation
requeston a sheetof paperandattachit, e.g.,to a wall in the �eld of view of the
camera.Thecamerawould thencontinuouslydetectanddecodethebarcodein every
capturedframe.To prevent successive executionsof the TPM Quotecommandthe
cameracould keeprecentlyseennoncesN1 in a cacheandonly executethe quote
commandif thenonceis fresh.Nevertheless,thepointlesseffort of detectingthesame
barcodeoverandoveragain remains.Consideringtheruntimefor barcodedetection,
this caneasilyoverloadthe cameraandrenderit uselessfor its actualsurveillance
tasks.To limit this risk, we suggestnot to checkevery capturedframefor a barcode
but to performbarcodedetectiononly at a prede�nedinterval (e.g.,every 5s). If the
samebarcodewasreadconsecutively, this interval couldbeincreased.

7 Conclusionsand Futur eWork

In this work we presenteda conceptfor usercentric privacy awarenessin video
surveillance.Theproposedsystemfollowsacommunitybasedapproachandempow-
ersmonitoredpersonsto actively participatein registering cameras.The collected
informationis usedto warnusersof violationsof theirpersonalprivacy policy. Users
donotneedspeci�c devicesbut all functionalitycanbeimplementedonconventional
smartphones.Moreover, the systemcanbe launchedwith supportfor basicprivacy
awarenesslevelsandis easilyextendableto moreadvancedlevelsoncetherequired,
trustworthy camerasystemsbecomeavailable.

The primary focusof this work is on the realizationof the highestprivacy pro-
tectionlevel. We presenteda systemarchitectureandin-depthdescriptionfor a di-
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rectuserfeedbackmechanism.Basedon establishedsecuritytechnology, usersgain
insight into applicationsrunningon a camera.With thehelpof theTrustCenter, be-
havioral informationandhumancomprehensibledescriptionscanbe obtained.We
presentedan extensive performanceanalysisbasedon a prototypeimplementation.
The resultsillustratethe practicalfeasibleof the approachusingavailabletechnol-
ogy.

In futurework weintendto investigateseveralaspectsincludingamorecomplete
TrustCenterimplementation,a securityanalysisof the proposedprotocolsandex-
tendedevaluationsof barcodedetectionperformanceundervariousconditions(e.g.,
indoorvs.outdoor).Finally, a userstudycouldhelpto determinehow, in whatform,
andatwhatdetailTrustCenterreportsshouldbepresentedto maximizeuserbene�t.
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ering the Two Sidesof the Mirror with DRM. In: Proceedingsof the Workshopon Digital Rights
Management,pp.83–94(2009)

46. TrustedComputingGroup:TCG Website.
https://www.trustedcomputinggroup.org/ . Lastvisited:November2010

47. TrustedComputingGroup:TCG SoftwareStackSpeci�cation(TSS)Version1.2,Level 1, ErrataA.
TrustedComputingGroup(2007)

48. TrustedComputingGroup: TPM Main Speci�cation Version1.2, Level 2, Revision 103. Trusted
ComputingGroup(2007)

49. Wickramasuriya,J., Datt, M., Mehrotra,S., Venkatasubramanian,N.: Privacy ProtectingDataCol-
lection in MediaSpaces.In: Proceedingsof theInternationalConferenceon Multimedia,pp. 48–55
(2004)

50. Winkler, T., Rinner, B.: A SystematicApproachTowardsUser-CentricPrivacy andSecurityfor Smart
CameraNetworks. In: Proceedingsof the InternationalConferenceon DistributedSmartCameras,
p. 8 (2010)

51. Winkler, T., Rinner, B.: TrustCAM: SecurityandPrivacy-Protectionfor anEmbeddedSmartCamera
basedon TrustedComputing. In: Proceedingsof the InternationalConferenceon AdvancedVideo
andSignal-BasedSurveillance,pp.593–600(2010)

52. Winkler, T., Rinner, B.: User-BasedAttestationfor Trustworthy VisualSensorNetworks.In: Proceed-
ingsof theConferenceonSensorNetworks,Ubiquitous,andTrustworthy Computing,p. 8 (2010)

53. Winkler, T., Rinner, B.: SecuringEmbeddedSmartCameraswith TrustedComputing. EURASIP
Journalon WirelessCommunicationandNetworking2011, 20 (2011).SpecialIssueon Securityand
Resiliencefor SmartDevicesandApplications

54. Yabuta,K., Kitazawa, H., Tanaka,T.: A New Conceptof SecurityCameraMonitoring with Privacy
Protectionby MaskingMoving Objects.In: Proceedingsof thePaci�c-Rim ConferenceonMultime-
dia,p. 12 (2005)

55. Ye,S.,Luo, Y., Zhao,J.,Cheung,S.C.S.:AnonymousBiometricAccessControl. EURASIPJournal
on InformationSecurity2009, 18(2009).SpecialIssueonEnhancingPrivacy Protectionin Multime-
diaSystems

56. ZXing Community:ZebraCrossing(ZXing) Multi-format 1D/2DBarcodeImageProcessingLibrary.
web:http://code.google.com/p/zxing/ . Lastvisited:November2010


