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User Centric Privacy Awarenesdn Video Surveillance

ThomasWinkler Bernhard Rinner

Abstract Especiallyin urbanervironmentsvideo camerasave becomeomnipre-
sent.Supporter®f videosuneillancearguethatit is anexcellenttool for mary appli-
cationsincluding crime preventionandlaw enforcementWhile thisis certainlytrue,
it mud bequestionedf sufcient effortsaremadeto protectthe privacy of monitored
people Privagy concernoftenassetasidewith remarkgo public safetyandsecurity
Onereactionto this situation areemeging, community-baseéfforts wherecitizens
registerandmapsuneillancecamerasn their ervironment.Our work is inspiredby
this idea andproposes userspeci ¢ andlocation-avareprivacy avarenessystem.
Using conventionalsmartphonesysersnot only cancontrikute to the cameramaps
but alsouse community-collectediatato be alertedof potentialprivacy violations.
In our model,we de ne differentlevels of privacy awarenesskor the highestlevel,
we presenfamechanisnthat allovs usergo directly interactwith spedally designed,
trustworthy camerasThesecameragprovide directfeedbaclkaboutthe tasksthatare
executedby the cameraandhow privagy sensitve datais handled A hardwaresecu-
rity chipthatis integratedinto the camerds usedto ensureauthenticity integrity and
freshnes®f the provided camerastatusnformation.

Keywords SmartCameras VideoSurnillance Privacy UserFeedback Trusted
Computing

1 Intr oduction and Moti vation

Video sureillancehasbeenrecognizedasa valuabletool for mary applicationsn-
cludingcrime preventionandlaw enforcementAs a consequenceuneillancecam-
erasare widely deployed especidly in urbanervironments.This trendis fostered
by mary factorssuchastechnologicabdvanceswith the move from analogtowards
digital systemsaswell as considerableprice dropsfor camerasystems.That way,
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suneillance camerashave becometruly ubiquitoussensoranot only deployed by
governmentsbut alsoby companiesand even individuals.In London,for example,
anaveragecitizenis capturediy suneillancecamerag800timesaday[7].

It is commonlyagreedhatvideo suneillancenot only canhelpto increasgyub-
lic safetyandsecuritybut alsobearssomerisks.Oneof themis anincreasingossof
personalprivagy. This problemis addressedrom several sideswith mixed success.
Governmentalregulationsintendto protectthe privagy of citizens.However, these
regulationsaredif cult to enforceandusuallylag behindtherapid developmentsf
the suneillanceindustry Seweral efforts from researchandacademiary to address
the problemfrom a technologicabirection.Typically, they arebasecon theidenti -
cationandprotectionof privacy sensitve imageregionssuchashumanfacesor ve-
hicle licenseplates.Olviously, addingsuchtechnologyto a camerasystenmnot only
increasecompleity, but alsocost. Therefore manuficturersand operatorswill be
reluctantto adoptthesetechniquesAnd evenif they areapplied,it remainsdif cult
for monitoredpeopleto differentiatebetweertrustworthy and conentionalcameras.
Onepromisingway to escapehis dilemmaarecommunity-basedfforts. By register
ing andmappingsuneillancecamerastheseprojectsaim atraisingpublic awareness
aboutprivagy problemsn videosuneillance.

In this work we contritute to the stateof the artin the following areasFirst, we
extendtheidea ofcommunity-basedegistrationof camerasvith thegoalto provide
location-basedhoti cations to users.This allows themto stayinformedand aware
aboutcamerasn their ervironment.The overall goalis to increasepublic avareness
of video sunwillanceandrelatedprivacy issuesand, at the sametime, put pressure
on cameraoperatorgo integrateprivagy protectioninto camerasystemsSecondwe
describedifferentlevels of privacy awarenesghat canbe realizedwith sucha sys-
tem. The actuallyreachabldevel depend®n the quality of available informationas
well asthe deployed technicalinfrastructure Our third and mostimportantcontri-
bution is targetedtowardsreachingthe highestawarenesdevel. This level assumes
theavailability of speciallydesignedamerasystemsUserscandirectly interactwith
camerago obtainfeedbackaboutrunningapplicationsandintegratedprivacy protec-
tion mechanismswWhile this work on directusersfeedbackis basedon our previous
contritutions[51,52],it goesbeyondthemin severalways.A revisedversionof the
userbasedattestatiorprotocolinitially proposedn [52] is presentedAs partof this
redesignthe protocolwas not only elaboratedn more detail but alsoa signi cant
speedupwas achieved by introducing parallelism.This allows to also reducedthe
amountof time usershave to pointtheir smartphones screertowardsthecameraBy
shorteningthis period of time, the overall procedurebecomesa lot more comfort-
ableand conenientfor users.This articlealsoprovidescomprehensie performance
measurementsom our TrustCamprototypesystem.n our previouswork no TPM-
equippedcamerawas availableand only performanceestimationsasedon a TPM
emulatorwere be made.Furthermore an Android smartphonepplicationwas de-
velopedto be ableto evaluatethe usercentricaspectf the systemunderrealistic
conditions.

Theremaindeof this articleis organizedasfollows. Section2 explainsthegoals
andunderlyingassumptionshat motivate this work. Thereaftersection3 provides
anoverview of relatedwork on privacy protectionin videosureillancetogethemwith
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a comparisorof existing approachesThereafterin section4, we presentour con-
cept ofausercentricprivacy avarenessystembasedn community-collectedhfor-
mationaboutcamerasSubsequent|yin section5 we outline the designof a direct
userfeedbacksystembasedon our TrustCAM prototype.Practicalaspectsnclud-
ing a prototypeimplementatioranda detailedperformancenalysisarediscussedn
section6. Finally, section7 concludesthe paperand presentsan outlook to future
work.

2 Assumptionsand Goals

This sectionoutlinesthe goalsand assumptionshat are fundamentafor this work.
Even thoughvideo suneillanceraisesmary privacy and securityquestionsjt has
becomean establishedand widely usedtool for mary safetyand enforcementp-
plications. Therefore,it would be naive to assumehat video surweillance systems
will vanishfrom public places streetsandcities. Instead,n this work we proposea
concepthatseekgo establista balancebetweerthe needsf cameraoperatorsand
thoseof monitoredpeoplewithout (a) cripplingtheusefulnessf camerasystemsand
(b) relying solelyon the goodwill of operators.

IncreasingPrivacy-Awareness.Today videosureillanceis alreadyomnipresenbut
mary peopleare still unavare of this fact or do not pay attention.Onereason
for this attitudemight be the perceptionthat thereis very little that an individ-
ual cando to changethis situation.However, community-basedefforts suchas
Wikipedia have illustratedthat decentralizecfforts cangain sufcient momen-
tum and producewidely recognizedcontent.This idea hasbeenpicked up by
community-basegbrojectsthat register and map video suneillancecamerasn
publicly accessiblelatabaseOur work is inspiredby this ideaand suggestdo
extendexisting systemso pursuethefollowing goals:

— Contrituting to public databasesf video suneillance databaseshouldbe
simpli ed. We suggesto usesmartphonessa tool for the registrationand
mappingof new suneillancecamerasAdditionally, thesmartphoneareused
to de ne a personabrivagy policy andto receve customnoti cations when
enteringareaswvherethis privacy policy is violated.We assumehatthewide
availability of informationaboutexisting camerainfrastructurewill help to
increasepublic andawarenes®f potentialprivacy problems.

— Raisedpublic avarenesandconcernsaboutthelossof privacy will increase
the pressuren operatorgo integrateprivacy protecton techniquesnto cam-
erasystemsVariousimplementatiorforms such as detectionand hiding of
sensitve imageregionsor encryptionof imagedatais possible.Public de-
mandeventuallywill alsoleadto new governmentategulationsthatstipulate
which minimal protectionmustbe providedby camerasystems.

Balancethe Needsof OperatorsandUsers. Thiswork doesnot suggesto give users
controloverwhatcamerasaredoing.In suchascenarioavideosureillancesys-
tem would mostlikely no longerbe usablefor its intendedpurpose Therefore,
in the presentecpproactoperatorgemainin full controlof their equipmentnd
infrastructureHowever, we assumehatincreasingublic awvarenessinddemand



4 ThomasWinkler, BernhardRinner

togethemith mediacoveragewill hopefully corvince cameramanufcturersand
operatorgo integrateprivagy protectionmechanisménto their productsandsys-
tems.

Veri able of Privagy Protection. Onceoperatordake the extra costandintegratepri-
vagy protectioninto their camerasthey clearly alsowant to bene t from this
effort. This canbe achieved by adwertising the implementedorotectionmecha-
nismsto improve theoperatorsimageandto increasgublic acceptancef video
suneillance.However, adwertisingby its own is not enough.Monitored people
needa reliableway to verify the claims of operatorsA primary goal and core
contrikution of thiswork is thedesignof sucha directuserfeedbacksystenmbuilt
on TrustedComputingtechnology

3 Stateof the Art

Privagy protecton in video suneillancehasbeenrecognizedasa very importantis-

sue.As a consequenceyariousresearcherfiave proposeddifferent approacheso

protectedprivacy of monitoredpersong4,7,12,2839]. We summarizeelatedwork

onprivagy protectionin videosureillanceanddifferentiatebetweerapproachewith

andwithout selectve protectionandinvolvementof monitoredpeople Evenif users
areinvolved, controlstill remainsn the handsof operatorsThereforealogical next

stepis to empaver usersto moreactively participatein privacy protection.Thisidea
is fundamentafor community-base@pproacheshat registerand map suneillance
cameragnstalledin public places After describingrelatedprojectswe concludethis

sectionwith a classi cation of privacy protectionappro@hesand discussobsenra-

tionsandpossibleimplications.

3.1 Privacy Protectionin Video Sunwillance

Senioret al. [39] discusscritical aspectof a securesuneillancesystemincluding
what datais available andin what form (e.g.,raw imagesvs. metadata)who has
accesgo dataandin what form(e.g.,plain vs. encryptedandhow long it is stored.
Userprivacy is amajorconcernthatis addresseth the proposedtonceptincoming
videosare analyzedandsensitve informationis extracted.The extracteddatais re-
renderedand multiple streamswith differentlevels of dataabstractiorare created.
By encryptionof streamsmulti-level accessauthorizationis realized.The authors
suggestthat video analysis,processingand encryptioncould either be doneby a
dedicatedprivagy consoleor directly by the cameras.

Cavallaro [6,7] amuesthat digitalization of video surwillanceintroducesnen
privacy threats.Therefore personabndbehaioral datashouldbe separatedlirectly
onthecameraWhile systemoperatornly getaccesdo behaioral data,a separate
streamcontainingpersonabatais madeavailableto law enforcementuthorities A
bene t of this strict separations preventionof operatomisuse Possiblemplemen-
tationapproachearenotdiscussedh this work.

Fleck[16,15] employs smartcamerasn anassistediving scenarioThecameras
are usedto monitor the behaior of personsand detectunusualbehaior suchasa
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fall. For that purposethe cameragreatea backgroundnodelwhich is the basisfor
detectingmotionregions.Detectedbjectsaretrackedandtheir behaior is analyzed
usingsupportvectormachinesPrivagy protectionis achiezed by eithertransmitting
only eventinformation or replacingdetectedobjectswith abstractedrersions.It is
assumedhatthe cameras housingis sealedsuchthat manipulationcanbe detected
by the cameraandleadsto a terminationof its services Protectionagainstsoftware
attackssuchasintegrity checksor dataencryptionis not partof the currentsystem.

Moncrieff etal. [28] aguethat mostof the proposedsystemgely on prede ned
securitypoliciesandare eithertoo intrusive or too limited. Therefore they suggest
to apply dynamicdatahiding techniquesVia contet basedadaptationthe system
couldremove or abstracprivagy sensitve informationduringnormaloperationwhile
in caseof an emegeng, the full, unmodi ed video streamis automaticallymade
available.This way, the systemremainsusablefor the intendedpurposebut protects
privagy duringnormaloperation.

Boult [4] arguesthatmary existing approachearetargetedat removing privacy
sensitve imagedatawithout providing mechanism$o reconstructheoriginalimage.
Basedon this obsenation, he proposesa systen called PICO thatrelieson crypto-
graply to protectselectedmageregionssuchasfaceslt allowsto monitoractionsof
apersornwithoutrevealing thepersonsidentity. Thefacesareonly decryptedf, e.g.,
a crime wascommittedby the person Encryptionis supposedo be doneaspart of
imagecompressiomndusesa combinationof symmetricandasymmetriccryptogra-
phy. Additionally, it is suggestedo computechecksum®f framesor sub-sequences
to ensuredataintegrity. In relatedwork, Chattopaditay andBoult presentPrivacy-
Cam([8], a camerasystembasedon a Black n DSPclocked at 400MHz, 32MB of
SDRAM andan Omniision OV7660 color CMOS sensoruClinux is usedasoper
ating system.Regions of interestareidenti ed basedon a backgroundsubtraction
model and resulting regions are encryptedusing an AES sessionkey. Rahmanet
al. [34] alsoproposethatregionsof interestareencryptedin their approactthey do
notrely on establishearypto-system$ut proposehatchaoscryptograply is used.

Dufaux andEbrahimi[12] suggestto scramblesensitve image regions. After
detectiorof relevantareasjmagesaretransformedusingDCT. Thesignsof the coef-

cient of sensitve regionsarethen ipped pseudo-randomlyheseedor the pseudo
random numbegeneratois encryptedDecryptionis only possiblefor personsvho
arein possedsn of thecorrespondinglecryptiorkey. Accordingto theauthorsmain
bene tsareminimal performancempactandthatvideo streamswith scramblede-
gionscanstll be viewedwith standardlayers.A similar approachis discussedy
Baazizetal.[1] wherein a rst stepmotiondetectionis performedfollowedby con-
tentscrambling.To ensuredataintegrity, an additionalwatermarkis embeddednto
theimage whichallowsto detectmanipulationof imagedata.Limited reconstruction
of manipulatedmageregionsis possibledueto redundang introducedby the wa-
termark.Yahutaet al. [54] alsoproposea systemwhereDCT encodedmagedatais
modi ed. They however do not scrambleregionsof interestbut extractthembefore
DCT encodingand encryptthem. Theseencryptedregions arethenembeddednto
the DCT encodedackgroundy modifying the DCT coefcients.

Tansuriy&ong et al. [41] presenta systemusedin anof ce scenariadhatblanks
the silhouettesof persons.Additionally, the systemintegratesface recognitionto
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identify previously registeredpersonsCon guration optionsallow to choosewhat
informationshouldbe disclosed full images silhouettesnamesof knowvn persons
or ary combinatiorthereof.

Troncoso-Rstorizaetal. [45] proposeagenericvideoanalysissystenthatis cou-
pledwith a Digital RightsManagemenf{DRM) system By exploiting the hierarchi-
cal structureof MPEG-4,the authorsproposeselectve visualizationof videoobjects
eitherin clearor in obfuscatedorms. Accessto sensitve video objectsis condition-
ally granteddependingon the rights of the obserer andthe individual policies of
monitoredusers.Sensitve contentis protectedby encryption.IntellectualProperty
ManagemenProtection(IPMP) descriptorsasstandardizeth MPEG-4,areusedto
describegheseencryptedstreamsAccessightsto protectedrideoobjectsareformu-
latedusingthe MPEG-21RightsExpressiorLanguagegREL).

Finally, the Networked SensorTapestry(NeST)softwarearchitectureby Fidaleo
et al. [14], represents® more genericprivagy protectionapproachlts designis not
limited to videosandimagesbut canhandlearbitrarysensomata.The systemusesa
centralizedarchitectureAn importantcomponents theprivagy buffer thatis running
onthesener. Datarecevedfrom theclientsis fedinto this privacy buffer. The buffer
canbe extendedandcon gured by meansof privacy lters anda privacy grammar
If incomingdatais quali ed asprivateby oneof theprivagy lers, the datadoesnot
leave the privagy buffer. Non-privatedatais forwardedto a routing componenthat
managesglistribution of datato interestedtlients.

3.2 Selectve Privagy ProtectionandUserlnvolvement

To protectthe privagy of selectedusers,systemshave beenpresentedhat allav to
remove known, trustedusersfrom capturedvideo. Someapproachego evenfurther
andgive monitoredpersonscontrol over who is ableto accesgersonalideo data.
Dueto limited reliability of computervision to detectpersonaimagedata,mary re-
searchersely on portabledevicescarriedby userdfor identi cation andlocalization.

Brassil[5] proposesa Privacy EnablingDevice (PED) that gives userscontrol
overtheir personadaia. Whenactivated,the PED recordsthe locationof the person
togethemwith timestampsThis datais uploadedo a clearinghouseBeforea camera
operatordisclosesvideosto a third party, the clearinghouséasto be contactedo
checkif anactive PEDwasin thevicinity of thecameraatthetime in questionlIf so,
videodatahasto beanorymized.Dueto the absenc®f feedbackusershave to trust
cameraoperatorgo follow thead\ertised proceduresWickramasuriyatal. [49] per
form realtimemonitoring of the environmentto increaseuserprivagy. In particular
they suggesto usemotionsensorgo monitorroomsor areaslf motionis detected,
anRFID readeris triggeredthattriesto readthe RFID tag carriedby the personthat
enteredthe area.lf no RFID tag canbe found or the securitylevel of the tagdoes
not grantaccesgo the area,a camerathat overseeghe region is activated.Image
regionscontainingpersonswith valid RFID tagsareblanked suchthatonly potential
intrudersremainvisible.

Chinomietal. [11] alsouseRFID technologyto detectknown users RFID read-
ers,deployedtogethermwith camerasareusedto localize RFID tagscarriedby users
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basedn signalstrengthThislocationinformationis thenmappedo motionregions
detectedy thecamerasAs the RFID tagidenti es the persontheindividual privacy
policy canberetrievedfrom a databaseThis policy de nestherelationshipbetween
the monitoredpersonand potentialobsenrers. Basedon that, differentforms of ab-
stracteddataaredeliveredby the system Abstractionsnclude simpledots shaving
only the location of a person,silhouettesas well as blurred motion regions. Also
Cheungetal. [9] useRFID for userlocalization.Correspondingnotion regionsare
extractedfrom the video and encryptedwith the users public encryptionkey. This
key is retrieved from a databasevia the userID from the RFID tag. The blanked
regionsin theremainingimageare lled with backgroundmagedatausingvideoin-
painting[10]. Theencryptedegionsareembeddednto the compressetbackground
imageusingdatahiding techniquesimilar to steganograpk. Sincedecryptionof pri-
vagy sensitve imageregionsrequiresthe users privatekey, active usercooperation
is necessaryo reconstructheoriginalimage.A dedicatednediatorestablifiescon-
tactbetweerusersandobsenerswho areinterestedn the videodata.ln work from
the sameresearctgroup, Ye et al. [55] andLuo et al. [23] do not useRFID tagsfor
identi cation but biometricinformation. As part of their anorymousbiometric ac-
cesscontrol system,iris scannersareinstalled at the entrance®f areasundervideo
suneillance.Basedon that, authorizedindividuals are then obfuscatedn the cap-
turedvideo. Anonymity of authorizedpersonds maintainedoy usinghomomorphic
encryption.

An approachthat doesnot needspecialdevicescarriedby usersis presentedy
Schiff etal. [36]. Their “respectfulcameras’usevisualmarkerssuchasyellow hard
hatsworn by peopleto identify privacy sensitive regions. Speci cally, they remove
persons facesfrom images.Spindleret al. [40] apply similar ideasin the context of
building automatiorand monitoringapplications Personatlatais obfuscatedased
onindividual privagy settings For identi cation andlocalization the authorssuggest
to rely on computevision. For the prototype thiswasnotimplementedut replaced
by manualselectionof privagy sensitve regions.

3.3 Community-Drizen Registrationof SunweillanceCameras

Communitybasedprojectssuchas Wikipedia have demonstratedhe feasibility of
collaboratve efforts to producehigh quality content Similar conceptsave beenpro-
posedto registerandmapvideo suneillancesystemsleplosedin public areasOne
suchprojectis basedn OpenStreetMaf9] andmakescamergostionsavailableas
amapoverlay Anotherprojectwith similar goalsis MapCams.ay [24]*. In Febru-
ary 2010, the city of Paris announced plan [33] to establisha police-controlled
network of about1300 suneillancecamerasThe locationsof the camerasalready
installedaswell asthe plannedcamerashave beenmappedon Google Maps. Fig-
ure 1 shaws screenshotsf all threeservices At presenttheseprojectsarein their
infang/. New camerasare addedvia simple web-interbces.Dedicatedapplications

1 Mapcams.aqy wentof ine dueto technicaldif culties in fall 2010.At thetime of writing this article,
it hasnotyetresumedts services.
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for mobile phones allowing users to directly register camera-locations using GPS,
are not yet available.
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(c) Locations of 1300 existing and planned police-controlled CCTV cameras in Paris [30,33].

Fig. 1 Examples of community-driven registration and mapping of video surveillance cameras.

We believe that such community efforts will attract considerable interest in the
future. Public attention and awareness about video surveillance and related privacy
problems are rising. At the same time, government regulations are not keeping up
with the high pace at which new surveillance and monitoring technologies are de-
veloped and deployed. Community based efforts can help to compensate this and
empower citizens to actively participate in protecting their own privacy. Eventually,
camera operators might recognize such community efforts as a way towards more
transparency. They could use community platforms to publish information about their
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systemandtherebyincreasgublicacceptancef videosuneillance At theend,this
mightleadto awin-win situationfor bothsides.

3.4 Classi cation,0ObsenationsandImplications
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Baaziz[1]
Boult [4] and
Chattopadhyay [8]
Brassil [5]

Cavallaro[6,7]
Cheungetal. [9,10,23]
Chinomi etal. [11]

Dufaux and Ebrahimi [12,13]

Fidaleoetal. [14]

Fleck and Strasser[16,15]

Moncrieff etal. [28]
Schiff etal. [36]

Senioretal. [39]

Spindler et al. [40]

Tansuriyavong and Hanaki [41]

Wickramasuriya et al. [49]

Troncoso-Ristorizaet al. [45]

Winkler and Rinner [51]

Yabuta et al. [54]

Table 1 Classi cationof relatedwork on privagy protectionin visual suneillance.The propertiesarede-
scribedin section3.4.White bulletsrepresentinsupportegropertiesgraybulletsdenotepartially realized
propertiesandblackbullets standfor fully coveredproperties.

Table 1 presents comparisorof the previously discussedpproacheso protect
userprivagy in video suneillance.The tableis split into two main cateyories, pri-
vagy protectionanduserinvolvementwith several sub-catgories.Subsequentlywe
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presentthe meaningof the individual categoriesand discusshow relatedwork ts
into thesecateyories.

Detectionof Sensitve Regions. This denoteghe capabilityof a systento detectpri-
vagy sensitve imageregions. Theseare, e.g., humanfacesor vehicle license
plates|f thissystencomponentoesnotwork reliably, privagy is atrisk. A single
frameof avideosequencavheresensitve regionsarenot properlydetectedcan
breakprivacgy protectionfor the entiresequenceAs illustratedin table 1, detec-
tion of sensitve imageregionsis a corecomponenbdf all reviewedapproaches.

Blanking. One way to dealwith sensitve imageregionsis to completelyremove
themfrom theimageleaving behindblanked areasWhile providing perfectuser
privagy, the usefulnes®f the systemis reducedsincenot evenbasicuserbeha-
ior can be obsered and identitiesof personsare lost. Neverthelessthis basic
approachs partof the majority of existing privacy protectionsystemsSomere-
searchersuchas Cheunget al. [10] aim to eraseknown, trustworthy persons
from capturedvideo. Insteadof leaving behindblanked areasthey apply video
inpaintingtechniquedo Il theblankareaswith background.

ObfuscatiorandScrambling. The purposeof obfuscationis to reducethe level of
detail in sensitve imageregions suchthat personscan no longer be identi ed
while their behaior remainsperceptible Researcherapply differenttechniques
includingmosaicingpixelation,blurring[11,49] or high,lossycompressionim-
agescramblingis atechniquewheresensitve regionsin, e.g.,JPEGcompressed
imagesare obscuredby pseudo-randomlynodifying the region's DCT coef-
cients[12]. As canbe seenin table 1, abouthalf of the approachesnake useof
obfuscatioror scramblingechniquesln recentwork, Dufaux andebrahimi[13]
presenta framework for the evaluationof privagy protectionmechanismsTheir
resultsindicatethatsimpleapproachesuchaspixelation andblurring offer only
limited protection Blurredor pixelatedhumanfacescanoftenstill berecognized
with standardacerecognitionalgorithms. Contraryto that, scramblingmecha-
nismsperformmuchbetterwith recognitionratesof nearly0%.

Abstraction. Thispopulartechniqueeplacesensitveimageregionswith, e.g.,boun-
ding boxes or in caseof personswith silhouettesand stick- gures [39]. An-
otherform of abstractions meta-informaibn attachedo a video. This canbe
objectpropertiessuchas position and dimensions put also namesof identi ed
persong41]. Dependingon the type of abstractiongitherbehaior, identity or
both can be presered. Note that if identity is presered, additional protection
(e.g.,by encryption)shouldbe consideredAbstractionis appliedby about fty
percenbof thereviewedworks.

Encryption. Dataencryptionis usedby half of the systemspresentedn table 1 to
keepsensitie regionscon dential. Whenencryptedsensitve imageregionscan
nolongerbeviewedby personavho do nothave theappropriatelecryptionkeys.
Simple encryptionnot only proteds the identity of monitoredpersonsout also
their behaior. Upondecryption both— identity andbehaior — arerevealed.By
using multiple encryptionkeys, a systemcanbe designedhat requiresmultiple
operatordo cooperatdo decryptthe original data.Sucha designprovidesa cer
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tain degreeof protectionagainstoperatomrmisuse.Table1 shaws thatencryption
is atechniquehatis frequentlyusedfor privacy protection.

Multiple Privacy Levels. Supportfor multiple privacy levelsusuallyis basedon en-
cryption and denotesthat one single video streamcontainsdifferent levels of
information. Thesecould be the unmodi ed sensitve imageregions,obfuscated
versionswith blurred facesas well as abstractedrersions.Dependingon their
sensitvity, thesdevelscanbe encryptedvith oneor multiple encryptionkeys. A
multi-level approachallows to designa privagy protectionsystemthat presents
differenttypesof informationto obsenersdependingon their securityclearance.
While low-privilegedoperatoronly canaccessersionof the streamwherebe-
havioral datais visible, supervisoror governmentagenciesould get acessto
theoriginaldatathatcontaingheidentity of monitoredpersonsTablel illustrates
thatmary researchesombineddifferentapproachemto multi-level privacy pro-
tectionsystems.

UserConsentandControl. Today camerainstallationsare often marked with signs
or stickers that adwertise their presencelJser consentto video surillance is
givenimplicitly by acknavledgingthesesignswhenenteringthe area.By hand-
ing outPEDsor RFID tagsto known andtrustedusers,someof the approaches
from table1 realizea strongeiform of awarenessbout videcssuneillance.Users
equippedwith PEDsor RFID tagsarenot only madeawareof theinstalledcam-
erasbut even geta certaindegreeof control over their privagy. By carying the
deviceswith them,they canactively choosenotto be capturecby thesystemThe
approachof Cheunget al. [9] goeseven further. By using public key cryptogra-
phy to protectpersonainformation,usersgetfull controlover privacy sensitve
datasincethey have to actively participatein thedecryptionof this data.

UserFeedback.In currentsystemspusershave to trustoperatordo protecttheir pri-
vagy. To establishthis trust, Senioret al. [39] suggesthatsuneillanceequipment
shouldbe certi ed andthe resultsshouldbe madevisible, e.g., by stickers at-
tachedo cameraskor usershowever, it is dif cult to evaluateif thiscerti cation
is still valid. Thesoftwareof a smartcameramight have beenchangedy theop-
eratorwithout re-certi cation of the system.n section5 of this work we present
analternatve approactto provide userfeedbackUsinga handhelddevice, users
candirectly querythe currentstatusof acamera.

Thereview of relatedwork leadsto thefollowing obsenations:

— Many systens rely on computervision to detectprivacy relevant information
suchashumanfaces Unfortunately computewisionis notyetadvancedenough
to work reliably underall conditions.This, however, is vital sincea single mis-
detectedramesubvertsall privacy protectioneffortsfor anentirevideosequence.
But it is not only thereliability of computervision thatis problematic Work by
Sainietal. [35] demonstatesthatevenif primaryidenti ers suchashumanfaces
areremoved, personsften canstill beidenti ed basedon secondarydenti ers.
Secondarydenti ers are,e.g.spatialandtemporalinformationaswell asactui-
tiesthatarecharacteristicafor aperson.

— In mary approachesledicateddevicesfor localizationandidenti cation of per
sonsareused.While this workswell whenappliedfor closedcommunitiessuch



12 ThomasWinkler, BernhardRinner

asthestaf of ahospital[49], we believe thatthisis not scalableenoughfor larger
deploymentssuchasan entirecity. Furthermoret mustbe notedthat RFID se-
curity is typically not consideredIn an actualsystem,countermeasuresginst,
e.g.,cloningof tagsis a critical requirement.

— Currently privagy protectionis largely in the responsibilityof systemoperators.
Usershave to trust that operatorsmplementadequateprotectionmechanisms.
However, it is questionabléf operatorssoluntarily take the extra costandcom-
plexity of integratingprivacy protectiontechniquesvithout beingforcedby;, e.g.,
governmentregulations.By putting tools for privacy awarenessand protection
into the handof usersthis situationmight slovly changen thefuture.

4 User Centric Privacy Awareness

Eventhoughuserfeedbackis animportantaspecto increasepublic acceptancef
video sunweillance,the classi cation of relatedwork in section3.4 illustratesthatit
is rarelyaddressedn principle,userfeedbackechniqueshouldprovide monitored
peoplewith tools that allav themto getinformationabouta camerasystem.Basic
feedbackcouldincludeinformationsuchasthe ownerof a cameraijts purposewho
hasaccesdgo recordedvideo data aswell ashow long this datais stored.In more
adwancediorms,informationaboutthe systemstatusin termsof appliedprivacgy pro-
tectiontechniquesandexecutedapplicationscould be madeavailable.A conceptor
providing userfeedbackvia directinteractionbetweena cameraanda userwill be
presentedh section5.3. 1t relieson TrustedComputingremoteattestatbn techniques
which allow provision of reliablesystemstatusinformation.

For the successfutleploymentof sucha userbasedattestatiorschemepperator
cooperationis required.However, we cannotautomaticallyassumehis cooperation
asgiven. To still be ableto increaseprivacy awarenessiespitethe currentlack of
operatorcooperationye proposea moregeneralkconceptWithin this conceptuser
basedttestatiorserves athestrongesandmostreliableway of providing feedback.
Eventually public demandandgovernmentakegulationsmight requiresuneillance
systemoperatorgo disclosemore information abouttheir systemsOncethis hap-
pens,our concepttanunfoldits full potential.

Themaingoalof the proposedsystemis to collectinformationaboutareasunder
videosurwillanceandto make this datafreely available.The systemis not designed
to differentiatebetweerdifferenttypesof usersby selectvely protectingthe privacy
of afew, trustedindividuals.Our approachis basd on the work of existing commu-
nity projectsthatregisterandmapvideosuneillancecameragcomparesection3.3).
It extendstheseprojectsin severalwaysandmakesuseof the collecteddatato pro-
vide personalizedrivacy alertsasillustratedin gure 2. Participantsinteractwith
the systenvia their smartphonesThetwo primaryusecasedor the smartphonare:

CameraRagistration. Via adedicatedpplicationandthesmartphones GPSrecever,
userscanregisteryet unknavn camerasanduploadthis informationto the com-
munity databaseAside from basiclocationinformation, the applicationallows
additionaldatato be entered Cameraorientationcanbe sketchedon a live map
preview andpropertiessuchasthe type of the camera(e.g., x ed,PTZ, ...) can
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formationcanbeimagined.For example,the privacy badgeby Gischet al. [19,
18] visualizesprivacy lossusingthe metaphorof a dosimeteithat shows the ac-
cumulatedossof privagy.

The systembearssimilaritiesto the privacy awarenessystemfor UbiCompen-
vironmentspresentedy Langheinrich[22]. In his approachuserscarry a privacy
assistantn the form of a PDA. The conceptassumeshat UbiComp environments
areequippedwith privagy beaconghatannouncevhich datacollectingservicesare
presentin the ervironment. The users privagy assstantcollectsand forwardsthis
informationto the users personaprivacy proxy locatedon the Internet. The privacy
proxy comparesheusers privagy policieswith the settingsof thedatacollectingde-
vicesasannouncedby the privacy beaconlf mismatchesredetectedservicesn the
users ernvironmentareselectvely disabledsuchthatcompliancewith the users pri-
vagy policy is achieved.A notevorthy differencebetweerLangheinrichs systemand
our concepts thatLangheinrichallows usersto modify the behaior of theinstalled
datacollectingdevices.In contrastto that, the presentecprivacy avarenessystem
is limited to providing location-basedhoti cations. The primary reasonfor this de-
cisionis thatin areasundervideo suneillance,usually mary peoplewith varying
privagy requirementsre present.The only appropriatevay to handlesucha situa-
tion is to apply the supersetof thesepolicies. It canbe assumedhat this would a
make video suneillancesystemuselessn mostsituationssincethe majority of the
camerasvould bedeactvatedvia theusers'policies.

Therefore,we explore a differentapproachand focus on increasingawareness
aboutthe lossof privagy without giving userscontrol over the camerasThe under
lying assumptionis that privacy protectionshouldbe integratedinto the cameras
computervision applicationsIf therebyprivacy is inherentlyprotectedthereis no
needfor usergo exercisedirectcontroloverwhatcamerasredoing.What,however,
is absolutelynecessarys amechansmthat allovs usersto verify thatcamera®oper
atein aprivagy-preservingvay. Thefundamentaidea ofthis approachs to establish
abalancebetweerthe needf operatorandthoseof monitoredpeoplesuchthatthe
systemremainsusablefor its intendedpurposewhile privagy is protectedin a way
thatis veri able for users.

As alreadymentioned pperatorcooperatiorcannotbe expectedfrom the begin-
ning. Therefore the conceptsupportsdifferent privacy awarenesdevels which are
subsequentlgescribedWhile basicawarenessevels canalreadybe achiezedtoday
andwithout operatorcooperationadvancedevelsalsodependn the deploymentof
new infrastructurein the form of trustworthy camerasThe privacy avarenessevels
providedby the systemare:

Level 0 —No Awareness.This lowestlevel of awarenesss typical for today's video
suneillancesystemsMost peopleareunavareof camerasn their ernvironment.
If at all, they areinformed aboutthe presenceof camerasvia printed notesor
attachedstickers.Peoplewho choosenotto participatein oneof the higherlevels
will remainatthislowestawarenessevel. By notparticipating these userdo not
loseanything comparedo the statusquo.

Level 1 —BasicAwarenessWith theinformationavailablein today's evolving suneil-
lance cameradatabasesnd maps,userscan be noti ed aboutthe presenceof
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camerasn their environment.Camerdocationinformationis usedby the users
smartphondo issueanalarmif the userapproacheanareaundervideosuneil-
lance.

Level 2 —ExtendedAwareness A prerequisitdor extendedprivacy awarenesss the
availability of additionalinformationaboutinstalledcamerasystemsBesideda-
sicinformationsuchasthelocation,thiscouldbe,e.qg. theorientationand eld of
view of cameraswho ownsandoperaésthemaswell astheir purposeWhile ex-
ternally visible propertiessuchasorientationandestimatedeld of view canbe
addedto the databasdy individuals, otherinformation cannot.Attributessuch
as ownershipand purposecan, mostlikely, only be madeavailable by system
operators.

Level 3 —Full Awarenessvith Direct UserFeedback.At level 2, usershave to trust
in thecorrectnessf informationaboutsystempropertiesmadeavailablein com-
munity databased.evel 3 goesbeyond that by providing direct feedbackand
proof aboutthe tasksexecutedon a cameraBasedon cryptographidechniques,
userscanquerythe statusof a cameraandreceve evidencewhich applications
areexecuted Statusinformationobtaineddirectly from a cameracanalsobe up-
loadedinto the communitydatabaséo male it accessibleo otherusersClearly,
this statusinformationis only a snapshotn time but it neverthelessanprovide
valuableprivagy informationfor otherusers.

5 Designof a Dir ect User FeedbackSystem

In this sectionwe describea camerasystenthatsupportdirectuserfeedback That
meanghatthe camergrovidesfunctionalitythat allavs aninterestediserto directly
querythe cameras statusandgetinformationthat goesbeyond basicdatatypically
availablein community databasesTo facilitate that, we assumethat the camerais
amodern,smartcamerasystem.Smartcamerasessentiallyareembeddedomputer
vision systemghatcomewith substantiatomputingpower, memoryaswell asnet-
work connectvity. This classof camerasystemss no longerusedonly in research
but alsostartsto be deployedin commercialapplicationsThe camerasannot only
do on-boardmageprocessin@ndanaysisbut arealsopowerful enoughto facilitate
theintegrationof securityandprivacy protectionmechanisms.

In previouswork [50,51,53] we presenteénapproactowardsatrustworthy em-
beddedsmartcameralt is anexamplehow acameraoperatorcouldintegrateprivacy
protectionmechanismén a secureway. The approachs basedon a combinationof
computervision andcryptograply to achieze multi-level protection.Figure 3 showvs
an overview of the system.Basedon a periodiclifebeat, systemoperatorscanreli-
ably checkthe statusof a cameraThis includesthe currentlyexecutedapplications
aswell asthedetectiorof systenrebootsPersonghatarepresentn the eld of view
of thecameraareprotectedoy encryptingthe motionregions.Furthermoremultiple
levels of dataabstractiorare supportedvhich is demonstratedby replacingpersons
with theirsilhouettesSuchabdracteddatarepresentationallow operatoratthecon-
trol stationto monitor the behaior of personswhile their identity is protected For
the decryptionof the original motionregions,the systemrequiresthe cooperatiorof
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surethat the responsectually comesfrom the intendedcamera.Therefore we
rely on anapproactsimilarto securedevice pairingtechniquegroposedor mo-
bile phoneg26]. An in-depthdiscussiorof our system,including the involved
protocols,is providedin section5.3.

Comprehensibilitfor End-User The outcomeof the attestatiorprocesss a setof
hasheghat representhe software running on the cameraFor an averageuser
thesehasheshave little meaning.Therefore,an entity is requiredthat translates
thesehashesnto humancomprehensiblelescriptionsand systempropertiesin
our concept,we rely on an external, trustedthird party for translationof hash
valuesinto propertiesThe underlyingconceptsareoutlinedin section5.3.

5.1 TrustedComputingFundamentals

TrustedComputing[25] is anindustryinitiative headedby the TrustedComputing
Group(TCG)[46]. Themainoutputof thegroupis a setof speci cationsfor a hard-
warechip — the TrustedPlatformModule (TPM) [48] — and softwareinfrastructure
likethe TCG SoftwareStack(TSS)[47]. The TPM typically is implementedasa mi-
crocontroller(executionengine)with acceleratorfor RSA andSHAL. Additionally,
the TPM providesa random numbegeneratorand limited amountof volatile and
non-\olatile memory

RSA keys can be generatedor different purposedike encryptionor signing.
Upon creation keys canbe declaredo be migratabé or not. While migratablekeys
canbe transferredo a different TPM, non-migratablekeys cannot. Regardlessof
key type andmigratability, a private TPM key cannever be extractedfrom the chip
asplaintext but only in encryptedform. By de nition, every key musthave aparent
key thatis usedto encryptthe key whenit hasto be swappedout of the TPM due
to limited internalmemory At thetop of this key hierarcly is the StorageRootKey
(SRK)which neverleavesthe TPM. TC de nesthreerootsof trust:

Rootof Trustfor MeasuremenfRTM). In TC, measurings the processf comput-
ing the SHA1 hashof anapplicationbinarybeforeit is executed Typically start-
ing from animmutablepartof the BIOS, achainof trustis establishedvhereeach
componentn the chainis measuredeforecontrolis passedo it. The measure-
mentsarestorednsidethe TPM in memoryregionscalledPlatformCon guration
Reagisters(PCRs) As availablememoryin the TPMis limited, aspecialoperation
called TPM_Extendis usedto write to PCRs:

PCRJi] = SHAYP CRJi]jjmeasurement).

With the extendoperationthe currentPCRvalueis not overwrittenbut the new
measuremens accumulatedvith thecurrentPCRvalue. TPM_Extendcomputes
the hashof the currentPCRvalueconcatenatedith the nev measurement his
accumulatedialueis written backinto the PCR.

Rootof Trustfor Reporting(RTR). Reportingof the platform statusis called attes-
tation andis donewith the TPM_QuotecommandAs part of that, PCRvalues
getsignedinside the TPM usinga key uniqueto that TPM. In theory this key
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could be the EndorsemenKey (EK) which is insertedinto the TPM uponman-
ufacturing.For privagy reasonshowever, not directly the EK but aliaskeys are
used.They arecalledAttestationldentity Keys (AIKs) andaregeneratedvith the
help of anexternaltrustedthird party.

Rootof Trustfor StoraggRTS). The RTS allows to usethe TPM to securelystore
data.Binding of datarefersto encryptingdatawith a TPM key andhenceguar
anteeingthatthis dataonly is accessibléy this speci ¢ TPM instance Sealing
of dataallows to specifya setof PCRvaluesthe datais associateavith. As with
binding,the unsealingcanonly be doneby the speci ¢ TPM instancehatholds
the private sealingkey. Additionally, the plaintext is only releasedf the current
PCRvaluesmatchthosespeci ed uponsealing.

5.2 RelatedwWork on UserBasedAttestation

In this sectionwe brie y sketchrelated work on the designandimplementatiorof
userbasedattestatdn systemsThe primary goal of userbasedattestatioris to pro-
vide amechanisnwhereuserscandirectly verify the stateof aplatformin anad-hoc
mannerA major problemhighlightedby Parno[31] is theabsencef areliableway
to establisitheidentity of a TPM insidea computer As a consequence malicious
machinecouldforward TPM relatedrequest®of a userto anotherTPM-enabledun-
modi ed machinewhich thenwould provide valid responsenessagesThis type of
attackis calleda cudoo attack. Theauthorarguesthatthe establishmendf the TPM
identity henceis a fundamentapreconditionfor reliably attestingthe software state
of a platform. In conclusion,the work suggestso adda special-purposéardware
interfacethat allavs anexternaldevice to directly communicatevith a TPM.

For the purposeof trustworthy kiosk computing, Togl and Hutter [44,43] ex-
tendthis ideaandproposeghe integrationof an NearField Communication(NFC)
interfaceinto the TPM. Via the NFC interface,a userwith a trusted,NFC enabled
handhelddevice canwrite a nonceinto a dedicatedegisterof the TPM. This nonce
is then includedn the subsequenTPM_Quoteoperation.The establishmentf the
noncerequiresthe userto bring the handheldinto closeproximity (a few centime-
ters)of the TPM. This ensureghatthe attestatiorresponsectuallycomesfrom the
intendedmachine As the NFC basedestablishmenof the noncebypasseshe soft-
ware stackof the hostmachine malicioussoftware on the hostcan not manipulate
theattestatiorprocess.

With Seeing-Is-Belieing (SIB) [26], McCuneet al. take adifferentapproach
using visual communicationto establishan authenticcommunicationchannelbe-
tweenmobile phones.Visual communi@ation hasthe advantageghatit is intuitive
for usersandthatattackson the communicatiorareeasilyspottedin this procedure,
called demonstratie identi cation, a 2D barcodecontaininga key is displayedby
onesmartphonevhich thenis capturedusing the camereof the secondphone.Per
forming this procedurealsoin the oppositedirection,allows to establisha mutually
authenticatedcommunicationchannel.ln caseswhereone of the devices doesnot
have adisplay theauthorsgproposeto attacha sticker with the printedbarcodeto the
system.This approachs alsoproposedyy Garrisset al. [17] in their work tamgeted
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towardsthe realizationof trustworthy andpersonalizedomputingervironmentson
publickiosks.However, asdiscussedh [31,43] thisapproachs problematicbecause
stickers are easily modi ed or replacedand hencecan not help to reliably prevent
cucloo attacks Bangerteret al. [2] alsousethe visual channeltogetherwith a ded-
icated,proprietarysecuritytokento attestthe stateof a system.Usingthis device, a
logical andsecurechannebetweerthetokenandanattestatiorseneris established.
Messagefrom thesener aresentto thetokenby ick eringthescreerof theattested
systemThemessagencodedn this ick eringis capturedy thetoken's camera.

Otherresearchepursuesimilarideasbut usedifferentcommunicatiortechniques
to establisha local, authenticchannel.With Loud and Clear Goodrichet al. [20]
proposea systemthat usesaudiocommunicatiorfor device pairing. In this system,
authenticatiomatais encodedn Englishphraseslt is thetaskof theuserto compare
thesephraseslayedby the devices. The authorsargue that one adantageof the
systemis thatit canoperaé over larger distanceghan, e.g., visual solutions.This
however alsomakesthe systemmore vulnerableto cuckoo attacksasidenti cation
of thetalking device might not be asintuitive aswith visualapproaches.

5.3 VisualUserBasedAttestation

As alreadymentioned,a main challengeof userbasedattestatioris the properse-
lectionof theintendedcameraandthe establishmendf anauthenticcommunication
channelTo befeasiblefor averageusersthis processieeddo beintuitive andlargely
automatedAt the sametime, it mustbe ensuredthat cuckoo attacksare properly
prevented.Typically, camerasare not mountedin placeseasily reachableby users.
Consequentlya dedicatechardwareinterfaceto the TPM is not an option. Similar
consideration$old true for NFC communicationA morenaturalchoicefor a cam-
erasystenis thevisualchannel Existingapproachebk e SIB would allow thecamera
systemto authenticatéhe users handhedl device. For authenticationn the opposite
direction,the camerawould eitherneeda displayor a barcodesticker attachedo it.
Usually, thereis little usefor anextra displayon a suneillancecameraandbarcode
stickers are easily manipulated17,43]. For that reasonwe presenta differentap-
proachthatstill usesthevisualchannefor auhenticationof the camerabut doesnot
requirea displayor stickerson the cameraTo achieve that,we make useof Trusted
Computingtechnologyto ensurecertainsystempropertiesas part of the attestation
processBefore describingthe detailsof our approachin section5.3.3,we brie y
discussthe systemarchitecturesetupproceduregswell asdesignassumptionsve
have made.

5.3.1SystemArchitecture and Setup

Thesystemarchitectureextendstheoneshovn in gure 3. In additionto the Trusted
Computingenabledcamerasandthe operators control station(CS), two additional
entitiesareintroduced.The rst oneis a handhelddevice thatis usedby monitored
persongo performthe attestatiorof a cameraThis handheldcould be aty modern
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smartphoneThesecondchew entityis aTrustCentethatgenerateatrustreportbased
onthe PCRvaluesobtainedirom cameraattestation.

To be ableto generatesucha report,the TrustCentethasto know the measure-
mentsof applicationspotentally runningon a camera.To achiese that, we assume
the cooperationof cameraoperatorsby disclosingthe camera rmw are, including
thesourcecode,to the TrustCenterThe TrustCentecanthenreview theapplications
and storethe correspondingneasurementogetherwith a descriptionof applica-
tion propertiedn its databasewe believe thatboth,cameraopemtorsanduserscan
bene t from suchamodel.Ontheonehand,operatorcandemonstratéheircommit-
mentto opennessnd privagy protectionwhile their intellectual propertyrights are
protectedsincesourcecodeis only disclosedo the TrustCenterandnot the general
public. Ontheotherhand,usersbene t from thesystensincethey canlearnwhatthe
camerasn their ervironmentaredoingandhow they handlepersonatata.

As far as usetbasedattestatioris concerneda TrustedComputingenabledcam-
erahasto undego a numberof setupstepsbeforeit is deployed. It is assumedhat
this setupis donewhenthe canerais underfull control of the operatingpersonnel.
Themainpartof thesetupinvolvesthe generatiorof TPM keys onthe cameraandat
thecontrolstaton. All keys aregenerate@s2048bit RSAkeys. Thefollowing setup
stepsandthekey generatiorareperformedndividually for eachcamera.

TPM Ownership. Callingthe TPM_TakeOwnershipperatiorof thecameras TP M ¢
setsan owner secretandgenerateshe StorageRootKey K srk . The owner se-
cretis notrequiredduringnormaloperationof the cameraandis setto arandom
value uniqueto every cameraFor maintenanceperationsthe cameras owner
secrets storedin the databasef the control station.

Identity Key Creation. An Attestationldentity Key serves aanaliasfor theEndorse-
mentKey (K gk ) andis usedduring platform attestationContraryto a PC sys-
tem,onesingle AIK is sufcient sincethereareno humanghatactively usethe
cameraandwho's privacy needso be protected.The single Attestationldentity
Key K Al k servedor platformattestatiorandcerti cation of otherTPM keys. In
our conceptthe TrustCentemlsotakesthe additionalrole of a PrivagyCA [32].
As partof AIK creaton, it issuesanAIK certi cate for K a| « ,,, - A copy of this
AIK certi cate Certp k is storedon the camera.From there, it is sentto the
user agartof the attestatiorresponseThe TrustCentelis expectedto maintain
revocationlists for theissuedAlK certi catesandto provide aservicethat allovs
usergto checkthe statusof a certi cate.

SignatureKey Creation. For signing datasuchasimagesdeliveredby the camera,
a non-migratablesigningkey K s, g is createdwith Ksgk asits parent.Being
non-migratableensureghatthe privatekey cannot leave the cameras TPMc.
This providesassurancéhatdatasignedwith this particularkey really originates
from this speci c camera.

Table2 summarizeshecryptographidkeys generateéspartof thecamerasetup.
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KeyName Abbreviation
StorageRootKey K srk
Attestationldentity Key Kal k
SignatureKey Ksic

Table 2 The cryptographideys generatediuring setupof a singlecameraAll keys arenon-migratable,
2048bit RSAkeys.

5.3.2 Assumptions

As a hardware-basedecurity solution, Trusted Computingis intendedto provide
higherlevels of securitythata pure software solution canachieve. It, however, was
notdesignedo withstandsophisticateéindexpensve hardwareattacksasperformed
by Tarnovsky [42]. Sinceour mainconcernin this work aresoftwareattackswe do
not addressattackson camerahardware.We however assumehat mary attackscan
be madealot morecomplicatedvhenusingspeci cally designeccameraenclosures
andcircuit boards Moreover, mary hardwareattacksinvolve arebootof the system
which canbedetectedy operatorsvia our trustedlifebeat[53].

The other major hardware componentof our systemis a handhelddevice that
allows usersto interactwith the systemandto performthe userbasedattestationin
thiswork, we usethe handheldasatool but do notaddressecurityquestonsrelated
to this device. We assumehat the software on the handhelds trustworthy andthat
no malicioussoftware componentsare installed. Relatedwork that investicatesthe
designof a trustworthy handhelddevice is presentedy, e.g., Selhorstet al. [38].
Furthermorewe assumeéhatthehandhelds preloadedvith thepublickey certi cate
of the TrustCenter

5.3.3 AttestationProtocol

Our userbasedattestatiorprotocolconsistof two separatgphasesThe rst phase,
shovn in gure 4, servestwo purposesFirst, the userselectsthe cameraof inter-
estvia visual communicatiorusinga handhelddevice. Secondthe camerastatusis
attestedandthe attestatiorresultsare evaluatedwith the help of the external Trust-
Center Oncethe rst phaseof the attestatiorprotocolis complete the userknows
whetheror not thereis a trustworthy cameraHowever, dueto potentialcuckoo at-
tacks,it is not yet guaranteedhatthis trustworthy cameras the oneselectedoy the
user Thisissueis addressethy the secondohaseof the attestatiorprotocolwhichis
depictedin gure 5. The designof the secondphases basedon the knowledgethat
the trustworthy camerafrom phaseonehassomespeci ¢ propertiesln our casea
requiredpropertyis the supportof a specialoperationthatcanonly betriggeredvia
thevisualchannel. The usernow requestghis operationfrom the cameraBasedon
the outcomeof the secondattestatiorphasethe userlearnsif thetrustworthy camera
from phaseoneis identicalto the actuallyintendedcameraNote thatin a practical
implementatiorthe two phaseof the attestatiorprotocolare executeddirectly one
afteranotherUserswill perceve thetwo attestatiorphase@sonesingleprocess.
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Next, a wirelessconnectionis establishedo the IP of the users handheldand
in step4, the signedquoteresultQuoter s, the PCRmeasuremeribg PCR oq
andtheAlK certi cate Certp k aresentbackto thehandheld.
Usingthis data,thehandhelchasto performthefollowing two stepsia) With the
help of the TrustCenterit hasto be veri ed thatCerta x hasbeenissuedfor
anAlK protectedby a TPM thatis partof a camerahatbelongsto the network.
This alsoincludescerti cate revocationchecks.(b) The signatureof the quote
result Quoteres hasto be veri ed andthe contentof the quoteblob hasto be
examined.This includescheckingnonceN; aswell asevaluatingthe provided
PCRvaluestogetherwith the PCRmeasuremeribg PCR o4 . To of oad work
from the handheldywe submitthe quoteblob andthe PCRIog to the TrustCenter
which evaluategheblob in conjunctionwith thelog. Theindividual PCRvalues
arecomparedo the hasheof the rmw areandthe applicationsthat have been
submittedor review by thecameramanufctureror operator The TrustCentere-
constructshePCRIlog stepby stepandcompareshereconstructe® CRvaluesto
thosesignedby the TPM. Oncethevalidationof all attestatiordatais completed,
the TrustCentegeneratesreportthatincludesdescriptionsandpropertieof the
cameras r mwareandtheindividual applicationsexecutedon the cameraThis
trustreportis digitally signedandsentbackto the users handheldOn the hand-
held,integrity andauthenticityof thetrustreportis veri ed usingthe preloaded
TrustCentepublic key certi cate.
If all checksweresuccessfultheusernown hasassurancghat(a) the quotecame
from a camerathat belongsto the network and (b) the camerais in a trustwor-
thy state.The userhowever doesnot yet have assurancehat the quoteactually
camefrom the camerathe 2D barcodewas presentedo. This speci c camera
might have beensubrertedby an attacler. Insteadof performinga local quote
thatwould reveal this fact, the malicioussoftware on the cameracould graban
image,extractN;, PCR_ist andIP andforwardthis datato anunmodi ed cam-
era.This camerahenrespondsvith avalid quoteresult Thiswould leadtheuser
to believe thatthecameran front of heris in thereportedfrustworthy statewhile
it is actuallyrunningmalicioussoftware.This atack patternis possiblesincewe
assumehat TrustedComputingenabledcamerasallow remot attestatiorto be
performecdhotonly whentriggeredvia thevisualchannebut alsovia thewireless
channel Wirelessattestatioris animportantassetof operatorgo checkcamera
statusremotely aswe have demonstrateavith ourtrustedlifebeat[53].
AttestationPhaselTwo. As mentoned previously, we requirea camerato have cer
tain propertiesto be admittedto the secondattestationphase.Speci cally, we
requirethe camerato supporta GrabAndSignl mg commandwhich readsan
imagefrom the camerasensorlanddigitally signsit usingthe TPM. Furthermore,
we requirethatthe GrabAndSignl mg commandcanonly be triggeredvia vi-
sualcommunicatiorandthe camerasupportsno wirelesslyaccessibldunction-
ality thatsignsremotelyprovidedinput data.If theserequiredpropertiesarenot
con rmed by thetrustreportfrom phaseone,the attestatiorprocesss canceled
andtheuseris informedaboutthefailure.
The primary purposeof the secondattestationphase,as shavn in gure 5, is
to ensurethat trustworthy camerafrom phaseone actuallyis the oneintended
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img, theimagesignatureSiging , the public signaturekey K s, ¢, andthecer
ti cate Certs| ¢ aresentbackto thehandheldln stepl0, theapplicationonthe
handhelchasto performthefollowing threeveri cation stepsi(a) Theimagesig-
natureSigimg hasto beveri ed. (b) The certi cate Certg, g of Kg; g mustbe
veri ed usingthe public AIK from Certa « which hasalsobeenusedfor quote
validationin step5. Assumingthat the informationin TPM_CERTIFY _INFO2
provesthatK s, ¢ is non-migratablejt is ensuredhat the quoteandthe signed
imagecomefrom the samecamera(c) From the barcodeof the signedimage,
nonceN $ hasto beextractedandcomparedvith N. This ensureshatthesigned
imagewasfreshly capturedby the camerantendedby theuser

If thesethreestepswere successfulthe userknows thatthe quotein step3 and
theimagesignaturdan step8 wereperformedby the sameTPM andhencecome
from the samecamera.Sincethe GrabAndSignl mg requestcanonly be trig-
geredvisually, it is assuredhatthetrustworthy caneraactuallyis the onein front
of the user Attackson the visual communicatiorchannelbetweenthe userand
the camerawould be easyto spot. Cuckoo attackswherethe grabbedimageis
forwardedwirelesslyto the trustworthy camerafrom phaseone are eliminated
by thefactthatthe trustworthy cameradoesnot supportsuchfunctionality This
propertyhasbeenassuredy thetrustreportfrom the TrustCenter

Finally, in stepl1,thetrustreportincludingthepropertiesanddescriptionof the
applicationexecutedonthecamerds presentedo theuser Thedescriptionand
propertieshouldbe formulatedin away that allovs averageusersto understand
what the camerais doing and how privagy sensitve datais managedldeally,
thereportshouldcontainseverallevels of detailrangingfrom anabgractedtrust
decisionto providing full detailsaboutthe softwarerunningon the cameraThis
way, differentlevels of userknowledgeandexpectationcanbe satis ed.

6 Prototype Implementation and Evaluation

In this sectionwe discussthe prototypicalimplementatiorof selectedsystemcom-
ponentsandpresentorrespondingvaluationresults Speci cally, we concentrat®n
therealizationof thedirect-usefeedbackwith our TrusiCAM camergrototype[51].

The prototypeshawvn in gure 6, is largely built from commerciallyavailable
componentsTrustCAM is basedon the BeagleBoard3] which hasa dual-corepro-
cessorwith an ARM Cortex A8 CPU clocked at 480MHz and a TMS320C64x+
digital signalprocessorunningat 360MHz. The systemis equippedwith 256MB
RAM and256MB NAND ash. Via USB, we connecta color SVGA CMOS sensor
(LogitechQuickCamPro 9000)andan RA-Link RA-2571802.11b/gWiFi adapter
An XBeeradioprovidesasecond|ow-performance&ommunicatiorchannelFinally,
anAtmel AT97SC3203S-theonly commercialTPM designedor embeddedievices
—is connectedo the mainboardvia thel2C bus.

As operatingsystemwe usean ARM Linux systemtogethemwith a customized,
OMAP speci ¢ kernel.To simplify thedevelopmenbf computewision applications,
werely onacustommiddlevaresystenpresentedh [37]. Thissystemallowsto com-
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erationwe usethe open-sourc&Xing [56] library. The primarytargetof thelibrary
is the Java programminganguagewith versionsavailablefor Java SE, ME aswell
asAndroid. Furthermorea C++ port of thelibrary existswhich malkesit suitablefor
embeddedystemsawvithout Java environmentaswell asAppleiOS-basedlevices.

The2D barcodegeneratednthehandheldtcontaingherequestd (1 byte; Quote
or GrabAndSignimge), thenonceN, (20bytes)andthe IP addresof the handheld
(4bytes).For the prototypewe do not senda list of PCRsbut includeall PCRsin
the quote.The 25bytesof therequestareencodedn a QR tagwith a sizeof 21x21
modules Figure8 shavs a barcodesxampleof the rst attestatiorphase.

Fig. 8 A 2D barcodecontaininga visualattestatiomequestisseerby thecamera.

6.1 EvaluationandPerformanceConsiderations

Our primary evaluationgoal is to provide runtime measurementfor the attestation
processOverallruntimehasahighimpactonuserexperienceandshouldthereforebe
keptasshortaspossible Additionally, we wantto determinethe practicalfeasibility
of barcodealetectionAs partof that,we alsoinvestigateachievabledistancebetween
handheldandcamerawith deviceswith differentscreersizes.
Attestationperformancedirectly dependson the runtimefor the individual pro-
tocol stepgrom section5.3.3.Therefore we implementedhe requiredfunctionality
on our TrustCAM prototype.Table3 summarizeshe protocolcomponentsogether
with the measureduntimes.Barcodegeneratioron the smartphondstepsl and6)
onaveragetakes41ms.Decodingof abarcodeby the camergstep2 and7) requires
about135ms.We would lik e to emphasizé¢hatthis runtimeshouldnotbe considered
asanupperlimit. Barcodedetectionis in uenced by mary factorssuchaslighting
conditions the viaving angle thedistancebetweerhandheldandcamerathescreen
sizeof thehandheldaswell asthe camera®pticsandresolution. With our prototype
setupwe achievereliablebarcodedetectiorfor distance®f upto 65cm. Theeffective
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barcodesizeonthe4inch screerof the Samsungmartphonés 5x5cm. To evaluate
achiezabledistancesvith handheldswith larger screensve usedan Apple iPad.On
the9.8inch screerof thetablet,thedisplayedD barcodéhasasizeof 14.5x14.5cm.
This allows usto achieve reliablebarcodedetectionfor distance®f up to 150cm.

Step Device Action Runtime
1 Smartphone 2D barcodegeneratior(Quoterequest) 41ms
2 TrustCAM  detectionanddecodingof 2D barcode 135ms
3 TrustCAM  performingthe Quoteoperation

- TPM_OIAP 47ms

- TPM_Quote 837ms

- TSSOverheads 25ms

4 TrustCAM  transmissiorof Quoteresults 4ms

5 Smartphone Quotevalidationandinteractionwith TrustCenter t.b.d.

6 Smartphone 2D barcodegeneratior(GrabAndSignimge request) 41ms

7 TrustCAM  detectionanddecodingof 2D barcode 135ms
8 TrustCAM  performingGrabAndSignimge

- SHA1 2ms

- TPM_OIAP (2x) 94ms

- TPM_Sign 804ms

- TPM_CertifyKey 849ms

- TSSOverheadg2x) 50ms

9 TrustCAM  transmissiorof GrabAndSignimge results 28ms

10  Smartphone evaluationof GrabAndSignimge results 82ms

11 Smartphone visualizationof trustreport 12ms

total runtime: 3186ms

Table 3 Runtimeanalysisfor visual userbasedattestatiorbroken down to individual processingsteps.
Thestepnumberscorrespondo thoseof section5.3. Theruntimesareroundedaveragesover 10 runs.

Executionof the quoteoperationonthe TPM consistof commandauthorization
(TPM_OIAP), theactualTPM_Quotecommandandoverheador commandorocess-
ing and serializationin the TSS. With the Atmel 12C TPM, this reaults in a total
runtimefor step3 of 909ms. It illustratesthe factthat TPMs areprimarily designed
for low costsinsteadf high performanceAs ourevaluationshave shavn [53], TPMs
of othermanufcturershave slightly betterperformancéout arenot availablewith in-
terfacedor embeddedystemsSubsequentlyn step4, thequoteresultis transmitted
backto the smartphoneavhereit is analyzed(step5). In our conceptwe rely on an
external TrustCenterfor quotevalidation. For the prototypewe usea rudimentary
TrustCenteimplementatiorandthereforecannot pravide meaningfulperformance
measurementsiowever, considenng thedetailsof this processaswell asthe perfor
manceof current3G networks, we estimateit to take up to several secondsn areal



UserCentricPrivacy Awarenessn Video Sunweillance 29

implementationWe aregoingto revisit thisissueat the endof this sectionwherewe
discussoptimizationsthatcanbe appliedto the attestatiomprocess.

After thesecon®D barcodevasgeneratednddetectedsteps and7), thecam-
eraperformsthe GrabAndSignimge operation(step8). Runtimeconsistsof comput-
ing the SHA1 hashof the image,executionof TPM_Signand TPM_CertifyKey op-
erationsaswell ascommandauthorizationTPM_OIAP) and TSSoverheadsThese
individual runtimesaccumulateo 1799ms. The resultsof the GrabAndSignimge
commandare sentbackto the smartphondstep9, 28ms) wherethey areanalyzed
(step10, 82ms) and nally visualizedanddisplayed(step11, 12ms). Overall, this
resultsin aruntimefor visualattestatiorof 3186ms.Notethatthis numberconsid-
ersall corecomponent®f the attestatiorprocessut omitsimplementatiorspeci ¢
overheadsdor, e.g.,programloadingor synchronizatiobetweerprocessinglocks.

41ms 135ms 909ms

—>e—> @ 921ms
4ms

(O—@—@—O—(—1

41ms 135ms 878ms 28ms 82ms 12ms

(a) Thecreationof the secondbarcode(step6) canbeimmediatelystartedoncethe rst barcodecreaton
is completed Step8ais the certi cation of the signingkey K 5| g usingK a; k . It canbe starteddirectly
afterthe Quoteresultwastransmittedstep4). Runtimeof thecritical pathis shortenedo 3006ms.

41ms 135ms 909ms 4ms

0—0—
(O—@—0—C—(0—[

921ms 41ms 135ms 878ms 28ms 82ms 12ms

(b) Step8ais the certi cation of the signingkey K 5| ¢ usingK a; . This certi cation doesnot have to
be doneaspartof the attestationbut canbe donepreviously duringidle periods.The resultingcerti cate
canbe storedon the cameraRuntimeof thecritical pathis shortenedo 2224ms.

®

Fig. 9 Runtimeoptimizationsof visualuserbasedattestéion by parallelizaion of processingteps White
circlescorrespondo processingstepson the handhelddark graycirclesto stepson the cameraandlight
graycirclesto stepsinvolving bothparties(e.g.,datatransmission)The numbersn thecirclescorrespond
to theprotocoldescriptionin section5.3.3andtheruntimeanalysisin table3. Runtimesareprintedabove
or below thecircles.No x edruntimeis assignedo step5 which representshe dataexchangewith the
external TrustCenterThick, redarrons denotethecritical pathfor the achiezableruntime.
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While we bdieve that the achieved attestationruntime alreadyis acceptableit
canbe optimizedfurther This is doneby parallelzing certainstepsof the protocol
asshavn in gure 9(a).Speci cally, the creationof the secondbarcode(step6) can
alreadybe startedafterthe rst barcodewasgeneratec&nddisplayed.Furthermore,
we introducea new processingtep8awhich representshe certi cation of the sign-
ing key Ks) ¢ thatis usedfor the subsequenGrabAndSignimge request.Step8a
consistof TPM_CertifyKey, TPM_OIAP andTSSoverheadslt hasanaccumulated
runtime of 921ms. As shovn in gure 9(a), the certi cation step8a canbe started
immediatelyafterthe quotecommands completed.

Anotheropportunityfor introducingparallelismis the interactionwith the Trust-
Center Oncethe quoteresultwas submittedto the TrustCentelin step5, it is not
strictly necessaryo wait for theresults.The smartphone&an continuewith the sec-
ond phaseof the attestationprotocol. However, the TrustCenterreportis required
beforethe resultsof the GrabAndSignimge can be evaluatedin step10. No later
thanat this point, thetrustreportis neededo determindf the cameras trustworthy
andimplementsa genuineversionof the GrabAndSignimge command.f it turns
out thatthe camerais not trustworthy, steps6 to 9 have beenperformedneedlessly
If, however, the cameras reportedto betrustworthy, overall attestatiorruntimeand
thetime thehandhelchasto be pointedtowardsthe cameraaresigni cantly reduced.

Consideringheruntimeshetweersteps4 and10, the TrustCentehasmorethan
1.8sto generateandreturnthe trustreportbeforestep10 is reachedAs illustrated
in gure 9(a), parallelizationreducesthe critical path of the attestationprocessto
3006ms. At rst, this might seemlike a mamginal improvementcomparedto the
3186sfrom thefully sequentiahpproachHrom table3. Thepicturechangeswhenre-
callingthatthetime requiredfor interactionwith the TrustCentewasnotincludedin
the sequentiabpproachThetime it takesthe TrustCenteto generateandreturnthe
reportmustbeaddedo the 3186msof the sequentialersionwhile thetime window
of 1.8sis alreadyincludedin the 3006ms of the parallelizedvariant.

If takinginto accountthatthe certi cation of the signingkey usedin GrabAnd-
Signimaye is independenbf the actualsigningprocessit canbe alreadyperformed
in adwance,e.g.,during TPM idle periods.As shavn in gure 9(b), this allows are-
ductionof the attestatiorruntimeto 2224ms. Note thatthis alsomeanghatthetime
theTrustCentehasto generateandreturnits reportis reducedo little morethanls.
While this might notbe sufcient for the TrustCenteto generatehereport,it still is
animportantimprovementsinceit reduceghetime the handheldhasto be pointed
towardsthe camera.

6.2 Presentatiof TrustReports

We expectthat usersof the systemhave very differentbackgroundsandknowledge
aboutcamerasystemsprivagy protectionandsecurity Thereforejt is dif cult to nd
theright tradeof betweencomprehensibilityandthe amountandlevel of detail. To
overcomethis problem,we suggesto provide differentabstractiorevels andallow
usergo chooseheform thatis mostsuitablefor them.Thedifferentlevelsarebased
on the informationcontainedn the reportof the TrustCenterFor the prototype,we
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designedwo differentformshow theresultsarepresentedThe rst oneis shavnin
gure 10(a)andcontainanformationata high level thatrequiresvery little technical
backgroundThis includeswhetherthe cameras softwareis known by the TrustCen-
terandif it is consideredrustworthy. Furthermoreinformationis provided abouthe
cameras purposeandits owner. Finally, the reportincludesprivacy relevant prop-
ertiesof the software running on the camera.The secondview we implementeds
shavn in gure 10(b). Contraryto the rst one,it providesfull detailsof the cam-
era’s softwarecon guration. To demonstrat¢he wide rangeof possiblepresentation
styleswe intentionallychosethosetwo very differentviews. Clearly, ary abstraction
level inbetweeris possible.

(a) A high-level camerastatusreport.  (b) Full cameraletailsincludingnamesand
versionsof relevantsoftwarecomponents.

Fig. 10 Screenshotsf differentvariantsof how TrustCentereportscanbe presented.

6.3 Discussion

Evaluationresultsof our prototypearevery encouragingecausehey illustrate the
practicalfeasibility of ourapproachThetime usershave to hold their phonesteadily
anddirectedtowardsthe camerais acceptableUserexperiencecould be increased
furtherby giving intermediatestatusfeedbackSinceuserscannot seethe displayof
thephoneacoustideedbackcouldbe usedto indicatethe attestatiomprogress.

A crucial assumptiorof our conceptis that the cameraoperatoris honestand
doesnot useintentionallymodi ed camerasit would be relatively easyto include
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two processinghoardsinto the camerahousing.For userbasedattestationpnly the
trustworthy systemis usedwhile the otheronesenersothertaskswhich reman un-

noticedby the user Oneway to eliminatethis kind of setupwould beto requirean
additionalcerti cation of camerasystemsby someother partythanthe cameraop-

eratoror manufcturer This could, e.g., be somegovernmentageng. But ultimately,

therehasto be someentity thatcanbetrusted.This is not muchdifferentfrom other

establishedsecurityconceptssuchas SSL certi cates used to protecthttps connec-
tions.

The achieved distancedor barcodedetectionare relaively shortwhich might
be a problemwith cameraghat, e.g.,are mountedvery high. For the prototype,we
directly performbarcodedetectionfor unmodi ed, capturedmages We assumehat
performancecould be increasedy enhancingand preprocessinghe input images.
Performancef visual taggingsystemscontinuesto evolve andnowvel systemssuch
asBokode[27] arereportedo work for distance®f upto severalmetersOntheother
hand therelatively low detectiondistancereducedherisk thatbarcodesrecaptured
by anothercameraA potentialattacler mighttry to readthe barcodefrom adistance
usinga camerawith a high-quality zoomlens.As a protectionagainstthis type of
attack,we suggesthatthephones screeris equippedvith aprivacy protectionlter.
Theselters arefrequentlyusedon kusiness laptopt® restrictthe viewing anglesuch
thatthe displayedcontentis only visible whenlooking straightontothe screen.

Anothertypeof attackthatmustbeconsteredaredenialof service(DoS)attacks.
A simpleandcheapform of attackwould beto print a2D barcodewith anattestation
requeston a sheetof paperandattachit, e.g.,to awall in the eld of view of the
cameraThecameravouldthencontinuouslydetectanddecodehebarcoddn every
capturedframe.To prevent successie executionsof the TPM_Quotecommandthe
cameracould keeprecentlyseennoncesN; in a cacheandonly executethe quote
commandf thenonceis fresh.Neverthelessthe pointlesseffort of detectinghesame
barcodeover andoveragain remains Consideringheruntimefor barcodedetection,
this caneasily overloadthe cameraandrenderit uselesdor its actualsureillance
tasks.To limit thisrisk, we suggeshot to checkevery capturedramefor a barcode
but to performbarcodedetectiononly at a prede nedinterval (e.g.,every 5s). If the
samebarcodewvasreadconsecutiely, this interval couldbeincreased.

7 Conclusionsand Futur e Work

In this work we presenteda conceptfor usercentric privacy avarenessn video
surwillance.Theproposedystentollows acommunitybasedapproachandempav-
ers monitoredpersonsto actively participatein registerng camerasThe collected
informationis usedto warnusersof violationsof their personaprivacy policy. Users
donotneedspeci ¢ devicesbut all functionalitycanbeimplementedn corventional
smartphonesMoreover, the systemcanbe launchedwith supportfor basicprivacy
awarenes$evelsandis easilyextendableo moreadwancedevelsoncetherequired,
trustworthy camerasystemsecomeavailable.

The primary focus of this work is on the realizationof the highestprivagy pro-
tectionlevel. We presentedh systemarchitectureandin-depthdescriptionfor a di-
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rectuserfeedbackmechanismBasedon establishedecuritytechnologyusersgain
insightinto applicationsrunningon a cameraWith the help of the TrustCenterbe-
havioral information and humancomprehensibl@escriptionscan be obtained.We
presentedhn extensive performanceanalysisbasedon a prototypeimplementation.
The resultsillustrate the practicalfeasibleof the approachusing availabletechnol-
ogy.

In futurework we intendto investigateseveralaspectsncludingamorecomplete
TrustCenteimplementationa securityanalysisof the proposedorotocolsand ex-
tendedevaluationsof barcodedetectionperformancaindervariousconditions(e.g.,
indoorvs. outdoor).Finally, a userstudycould helpto determinehow, in whatform,
andatwhatdetail TrustCentereportsshouldbe presentedo maximizeuserbene t.
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